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& Definetherole of SPs and their customers, removing ambiguity
from the business relationship and bringing clarity to the
marketplace

& Define the complete set of responsibilities and obligations of a
SP and the users of that service

& Define the services provided, the supported products, the
performance levels, measurement and reporting criteria,
appropriate quality standards

& TMF:. A set of appropriate procedures and targets formally or
Informally agreed between NOS/SPs or between NO<SPs and
Customer, in order to achieve and maintain specified QoSin
accordance with I'TU recommendation
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g ,?f, ..... Business Benefits

&5 Customers — Cost of service outage
2 SLA will make user happy

&5 SPs — the stronger the SLA, the stronger the SP &
Reliahility
2sSLA will results in higher service levels
& Penalty clausesin an SLA will guarantee service levels
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2 Network-level SLA
& Customer < -- > ISP or Telecom SP
& |nternet Access, Transparent LAN, VPN

& Parameters
zNetwork
& Fault Management
& Provisoning  Configuration Management
&5 Performance Management
&hbilling  Account Management
&5
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&z Extended SLA

2sASP IC(Industry Consortium)
zMore than 700 membersin 30 countries on five continents
22000-2001 SLA

— Qutsourcing Vaue Chain
, e-Business

2 NextSLM

25A learning community sponsored by BMC Software, Enterprise
Management Associates, Sun Microsystems, and
PricewaterhouseCoopers.

& Templates for building SLA
zGuidelines for the process of negotiating a SLA
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&L ASP1C —WhitePaper

2

& Are SLAS the best way to ensure that outsourced applications/networks/
systems work to the satisfaction of al involved parties?

Unsure
(27.3%)

] Yes (59.1%) Vendor’'s Response

No (10.2%) i

End User’s Response

Unsure (34.7%) |

Chonnam National University Internet Application Technology Lab 12



i ASP IC —WhitePaper
& Do you expect an ASP to manage all their SPsto meet SLA?

Unsure (10.9%) ’\
No (4.3%) Jr\R_\

,_J—”I Yes (84.8%)

Cmnly those services under our
direct control (26.7%)

Vendor’'s Response

Determined on an
individual basis
{37.8%)

End User’s Response

Both those services under our
conirol & those we ouisource
to 3 party providers (35.6%)
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- NextSLM — Global Survey 2001

Roles & Responsibilities

Goals & Objectives

Help Desk Avﬂﬂﬂb”ity
Penalties
Ince ntives

Adjustment Procedures

Service Level Management Contents

Reporting Policy
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ZZ NextSLM — Global Survey 2001

Customized Reports

|54%%4

Aggregated dicators
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,,@ ..... SLA Data Model

&5 General clauses
&5 Goal of the agreement
& Parties involved
&sDuration and validity of the agreement
&sResponsibilities of the parties involved
& Guarantees, warranties

& Digpute handling
& Dispute Avoidance & Resolution

& Maintenance of the agreement
&5 Cost involved
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d .@ ..... SLA DataModel

& Services and service levels
&5 Service description
z Entities involved

2 Service levels

= SLA Parameters

— Technology-specific, Service-specific, Technology/Service-
Independent

& Specific clauses
&sFinancial handling
&5 Reporting
&sPoint of contacts
esActivities
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ZJ:. ..... SLA in Value Chain
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T Network-level SLA

&5 Network Characteristics Components
&5 : Infrastructure
component
& Network Availability, Network Throughput
& Network Equipment and Architecture
— Redundancy
» How is network redundancy provided?
— Network Growth
» When will the network equipment be obsolete?
» How isit being upgraded and replaced?
» What are the NSP expansion plan?
— Peering
» What is the network’ s reach?

» What if | want to extend my service to a new customer site or a new

branch office location?

» What happensif | want to work with a site located outside the NSP

footprint?

» What peering relationships does the NSP have with other NSPsto

deal with this?
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?a ..... Network-level SLA

&5 Security Components

25
component
zsAuthentication, Privacy, Encryption, Key Management
&sSecurity Performance
— Impact on throughput when encryption is enabled
— Impact on implementing network security on QoS
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T Network-level SLA

&5 Network Connection Component

& Network Service Customer Network Connection
component
& Bandwidth, Data Loss
& atency(or Delay)
— Real-time, interactive application like voice: <= 100ms
— Web-surfing: <= 250ms

&5 Service and Support component

25
component
zsResponse times for problem resol ution, reaction time, restoration time
zNetwork outage planning
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" Hosting-level SLA
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&5 System Hosting View
& Server Avallability Component

& failure, failure
Uptime percentage

&sBackup Services and Media Rotation Component

&
percentage

& Server Management Component
& Capacity

& \Web/Application Hosting View
---> Application-level SLA
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Zi Application-level SLA

&5 Per-site Application Availability Component
& Site Availability and Application Availability
&5 Application Performance Component
&5 Application Latency, Throughput
&5 Application Security Component

&5 Application Management Component
& Mean Time-to-Service Provisioning and Restoration
&5 Software Management/Version Control
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Zi Dispute Avoidance & Resolution

&5 The source of the largest number of disputesislikely to
be the gap between the actual performance by an ASP
and the performance expected by the end user/customer
based on the terms of the underlying SLA

& Dispute Avoidance
&\Well-negotiated and Well-draft SLA

&5 Dispute Resolution Mechanism
zsNegotiation
eMediation
esArbitration
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Zi Customer Care/Help Desk

& Refer to apoint of contact for customers who seek
poI nt-sol ution assistance
e Availability

zsAverage Speed of Answer, Average Hold Time, Abandonment Rate,
Speed of Email Acknowledgement

&5 Responsiveness. a state of reacting quickly and appropriately
to end user or NOC reguests

zsContact Method(telephone, email, web), Priority of the Problem,
Source of the Problem

25 Customer Satisfaction
£sCustomer Satisfaction Rating
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..... Management level SLA(?)

&5 Customer Network/System/Service
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4 Application Availability

& Definition
& General Availability

2 Simply the probability that the system will be available when
demanded, and it depends on both the reliability and reparability of
the system

— Time Running / Time Measured

2 NMF701 Service Availlability

&A measure of the fraction of time during a defined period when the
service provided is deemed to be better than a defined QoS threshold

& David M. Fishman, Sun MicroSystems

zsContinuous application access with predictable performance

— User’s QoE(Quality of Experience) become the most useful place
to measure application availability.
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L Application Availability

CUSTOMER
DOMAIN

DOMAIN
Service
L SAP
Availability . Group
SERVICE
SE | SE | SE | SE
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Service SAP
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SERVICE
SE | SE
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DOMAIN

SE: Service Element
SAP: Service Access Point
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#A(Availability)% = 100% - UA(UnAvail ability)%

? Outage Interval

UAY% = X 100 %
Activity Time

? ( Outage Interval X SDF)

UAY = — X 100 %
Activity Time

Chonnam National University |nternet Application Technology Lab 31



| ﬁ_x Appl ication Availability

&5 SDF(Service Degradation Factor)

& Determine whether an event affecting the service at the SAP
IS causing a complete service outage(service fully unavailable)
or a partial service outage(service degraded available)

Service Degraded
Factor Agreed Value

Event Type

1

Service Fully Unavailable

0.8 Outage Type A
0.6 Outage Type B
0.5 Outage Type C
0 Service Considered Available

Chonnam National University
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& For each SAP

for each

SAP
\ SAP

?[ V\/Se'?gpht X ? Outage | X | SDF )]

Interval

UA% = X 100 %
SAP
? ( WSe’?gPht X | Activity )

Time
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T3 Application Availability

AVAILABILITY DOWNTIMEPER DOWNTIMEPER

MEASURE YEAR WEEK

98% f.3days| 202.15 minutes

99%; &87.6 hours 101.08 minutes

099.5% 43 8 hours 50.54 minutes

99.8% 1.052minutes 20.22 minutes

99.9% 826 minutes 10.11 minutes

99.95% 4 .38 hours 5.05 minutes

99.99% 53 minutes 1.01 minutes

99.999% 5 minutes 6.00 seconds

Chonnam National University Internet Application Technology Lab 34



&

i Application Availability

iy

& Availability 1Q
2<Do you know the true cost of your unplanned downtime?
&Have you calculated the cost of your planned downtime?
& |sit difficult to trace the causes of your outages?
&sAre you struggling to hit critical availability targets?
2sDo you have a strategic availability plan in place?
&5 Can you develop solid data to justify availability investments?
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4 Application Availability

&z Cost of Downtime

250ne hour of downtime cost atelecom company nearly
US$500,000
&5 A utility company lost 25,000 staff hours from 0.1% system
downtime
&sJust 4 hours of cargo operation downtime cost an airline
US$2 million
(Source: Trend Consulting)
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ZZ Application Availability

&5 Availability Components
& System-Level
e Software, OS, Hardware

zsNetwork-Leve
& Client, Internet, Server Network

&5 Application-Level

zsApplication Client
2Web Server, DBMS
esApplication Server

& Management-Level
&1 T Management Software

Avallabllity is only as strong as the weakest
Component
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..... - SLA Management

& SLA Life Cycle
& SLA Management Processes
& SLA Management Functionsin TOM
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E - SLA Management Processes
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" SLA Management Processes
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2 SLA Creation

& : SLA
SLA Template

25 SLA Negotiation

= Cost SLA Parameter
SLA

& SLA Engineering
& SLA

& SLA Monitoring
& SLA Parameter

& SLA Reporting
& SLA

2 SLA Assessment
& SLA

Chonnam National University |nternet Application Technology Lab 41



Customer Interface Management
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 magement |
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g wra ..... SLA Parameters M easurement

&5 \Web-based Application Components
25 SLA Parameters for Web-based Application
& SLA Parameters M easurement
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. SLA Parameters for Web-based

Appl lcation

gAplecatlon -level SLA
&5 Application/Site Availability, Client/Cache/DNS Availability
& Application/Site Latency, Client/DNS Latency

& Hosting-level SLA
& Site/Server Availability
& Site/Server Latency

& Network-level SLA
& Network Availability
& Network Latency
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: :,. SLA Parameters for Web-based

- Application
&5 Parameter
& Availability

esApplication/Site Availability(ASP)
— Client Availability, DNS Availability, Cache Availability(Customer)
— Server Availability, Site Availability(HSP)

& Site Availability(HSP)
— Network Availability(NSP)

&sResponse Time

e Application/Site Latency(ASP)
— Client Latency, DNS Latency, Cache Latency(Customer)
— Site Latency(HSP)

& Ste Latency(HSP)
— Network Latency(NSP)
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wfz ..... SLA Parameters M easurement

&5 Assure that the measured performance statistics reflect
the actual Impact of performance deficiencies of the
application

&5 Passive approach
&5 Active approach
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