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1. Ubiquitous Sensor Network Applications
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Trends — Faster, Smaller, Numerous

m/Moore’s Law =] Bell’s Law

@ “Stuff” (transistors, etc) 4 New computing class
doubling every 1-2 years every 10 years
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USN Applications

®] Environmental Monitoring =] Interactive and Control
4 Habitat Monitoring @ Digital Home
4@ Integrated Biology @ Security/Automation

@ Structural Monitoring

Pl B
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NEST‘ qusuer/Evader

Problem: detect vehicle entering sensitive area, track using
magnetics, pursue and capture by UGV.

Components

4 10x10 array of robust wireless, self-localizing sensors over
400 m? area

@ Low cost, robust ‘mote’ device: magnetometer,
microcontroller, radio network, ultrasonic transceiver

4@ Evader: human controlled Rover
4@ Pursuer: autonomous rover with mote, embedded PC, GPS

Operation

@ Nodes inter-range (Ultrasonic) and self localize from few
anchors, correct for earth mag, go into low-power ‘sentry’
state

@ Detect entry and track evader
— Local mag signal processing determines event and announces to neighbors
— Neighborhood aggregates and estimates position
— Network routes estimate from leader to tracker (multihop)

, —~ 4 Pursuer enters and navigates to intercede
§ ﬂ% — Motes detect and estimate multiple events
— Route to mobile Pursuer node
— Disambiguates events to form map
" - aso —  Closed inner-loop navigation control
oy —  Closed information-driven pursuit control

& do —  Capture when within one meter

Horga Electronics Technology Institute

KET] 3Ris=ore Mo Eoing 6



Monitoring Space
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Monitoring Things

UCLA Fac
72 chanpels 8
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Interactions of Space and Things

ElderCare

Sensor Augmented
Fire Response

= Clinical
Management

Eullet Ears i sound with
zeveral tiny ricrophanes  (CHN)
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Resolving The Systems Challenge
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Body Sensor Nodes

m| CC2430 (MCU + RF)
@ 25mm * 25mm Size

®| Body Sensor Networks Applications
@ Health Care

4 Ambulatory Monitoring of Patients

@ Context Awareness

4 Human Activity Monitoring

@ Sensors Plugged onto the nodes

—
KET] #Rs=ore
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MAS-net:

A sensor network to serve the society

>

2. Unmanned Aerial
Vehicles (UAVs) are
deployed.

3. UAVs enter the plume, send sensor
data to base station in real-time.

Prediction

4. The base station estimates the plume boundary in real-time,
predicts its future shape, and commands UAVs accordingly.

KET] 3Ris=ore TS Eoing o
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5. UAVs release anti-agents and update the data.
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MAS-net Platform
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Components of the WDA System

@] Remote Nodes
@ Crosshow Mica2 Mote
4 MDA300 Analog Sensor Board
@ SpaceAge Control Series 150 Displacement Potentiometer

e,
Positign Tra nsducer

8N o

—
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Components of WDA System

m] Base Node

B Communication

KET| 8874
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WDA Process
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WDA In Action: Crack Monitoring

Civil Data Systems - Wireless Crack Monitoring - Microsoft Internet Explorer

EIEE

Ele Edt View Favorites Tools  Help
A = » ——— — =
@Ba:k - O \ﬂ IEI W) search S Favorites address | @] bt foww.chvildata.comfmotes wireless_wesk,ntm | [ Go
Google - | v| @ searchweb - | g | Gh7sbiocked [ ontions Links *
i
Civil Data Systems - Wireless Crack Monitering
CiviL Wireless Instrument Data
Data past seven days
SYSTEMS
Mote Termperature
Background
Introduction a%eg =
Displacement
25
Sensors and Equipment
ures of House
Sensors in House 15
i t T T T T T T 1
Ieieheetin 127  12/8 12/ 12/10 12711 12/12 12713 1214
Live Data
.
Phone: 847-456-5640 & Mote Potentiometer 1
Fax:  B47-167-2056
contacti@civildata.com n%?ajmﬂem
225
200
175
150
1259 .
100~ e S
75 =
50
25
0 T T T T T T !
12/7 12/ 1249 12/10 12/11 12/12 12f13 12714
L >
Mate Pot 1]—
&) Done

B Internet

Data Systems - Wireles:
Ele Edit

Qo= -

Google-~ |

View Favorkes  Tools

ack Monitoring - Microsoft Internet Explorer

Help

A D < 2
? ] Iﬂ E] [l | ) search ¢ Favorites

v| Bpseachivet - gl Er7sblcked 2

»

.',’

audvess | ) bt jwmy. ivldats, comfmetesjbattery.ntml | [ 8o

E COptions

Links >

Civil Data Systems - Wireless Crack Monitoring

CiviL
DATA
SYSTEMS

Background
Introduction

Definition of Crack
Displacement

Sensors and Equipment

Location

Introduction
Live Data

Contact Us

Phone: B47-56-5640
Fax:  B47.467-2056
contact@civildata.com

millivolts
3,200

3,375
3,250
3125
3,000
2875
2750
2625
2,500+

Battery Voltage
past seven days

Mote Battery Voltage

———— e e,

T
1277 128

T . T T . )
12/ 1210 12711 12712 12413 1214

@ Intemet
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2. USN Node Technology
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Low Power Operation

m| Efficient Hardware
@ Selectable Power States (Off, Sleep, Standby)

4 Operate at low voltages and low current
— Run to cut-off voltage of power source

m| Efficient Software

@ Fine grained control of hardware
@ Utilize wireless broadcast medium
@ Aggregate

KET| %teE0me Mo Eoing 20



Typical Sensor Network Application

(m] Periodic
4 Data Collection
4 Network Maintenance
@ Majority of operation
@] Triggered Events
4 Detection/Notification

@ Infrequently occurs
— But... must be reported quickly and
reliably
@] Long Lifetime

4 Months to Years without
changing batteries

4 Power management is the key to
WSN success

KET| 2Ris=o7

Power

processing
data acquisition
communication

Wakeup

sleep




Design Principles

m| Key to Low Duty Cycle Operation:

@ Sleep — majority of the time

@ Wakeup — quickly start processing

4 Active — minimize work & return to sleep
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Sleep

®| Majority of time, node is asleep
@ >99%

=/ Minimize sleep current through
@ Isolating and shutting down individual circuits

@ Using low power hardware
— Need RAM retention

#| Run auxiliary hardware components from low speed
oscillators (typically 32kHz)

@ Perform ADC conversions, DMA transfers, and bus operations while
microcontroller core is stopped

KET| %teE0me Mo Eoing 2o



Wakeup

m] Overhead of switching from Sleep to Active Mode
=] Microcontroller m] Radio (FSK)

kstop | F—i— ]

' f (@ | (b | (c) [(d)y (e) 1)) (9)
ol 'Ljr sleep | initradio

radio crystal startup | |_|c| x ladcl sleep

AU T -

o

| \ \

e 1

Current (mA)

292 ns el
<> _ | p— - L—wu-
10ns — 4ms typical 2.5ms

~ 1-10 ms typical

0.5 0 0.5 1 1.5 2 2.5

>

Time (ms)
—
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Active

®| Microcontroller

@ Fast processing, low active
power

4@ Avoid external oscillators

® Radio

@ High data rate, low power
tradeoffs

4 Narrowband radios

— Low power, lower data
rate, simple channel
encoding, faster startup

4 Wideband radios

— More robust to noise,
higher power, high data
rates

KET| 2Ris=o7

External Flash (stable storage)

4 Data logging, network code
reprogramming, aggregation

4 High power consumption
@ Long writes

Radio vs. Flash
@ 250kbps radio sending 1 byte
— Energy : 1.5uJ
— Duration : 32us
@ Atmel flash writing 1 byte
— Energy : 3uJ
— Duration : 78us

HAREC S
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TinyOS Mote Platform

Telos 4/04
Robust
Low Power
250kbps
Easy to use

Services

WeC 99
“Smart Rock” Rene 11/00

Mica 1/02
Dot 9/01

—
Small

. Mica2 12/02
microcontroller 38 4kb di
8 kB code -4KDpsS radio
512 B data Demonstrate FSK
?;3}8'6’ low-power Designed for scale NEST open exp. Platform Spec 6/03
10 kbps ASK experimentation 128 kB code, 4 kB data “Mote on
-sensor boards 40kbpS OOK/ASK I‘adio a Chip”
E_EPROM (32KB) 512 kB Flash
Simple sensors -power boards

—
KET] 3Ris=ore Mo Eoing 26
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Mote History

Moaote Type
Year

Microcontroller

Type

Program memory (KB)

RAM (KB)

Active Power (mW)

Sleep Power (1 W)

Wakeup Time (ps)

Nonvelatile storage

Chip

Connection type

Size (KB)

Communication

Radio

Data rate (kbps)

Modulation type

Receive Power (mW)

Transmit Power at 0dBm (mW)

Power Consumption
Minimum Operation (V)

Total Active Power (mW)

Programming and Sensor Interface

Expansion

Communication

Integrated Sensors

KET] 3Ri=2079 MASEAA 2T
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Telos Platform

=] A new platform for

low power research (m] Standards Based
4 Monitoring @ |EEE 802.15.4
applications: 4 USB
— Environmental
— Building
_ Tracking =] IEEE 802.15.4
®] Long lifetime, low @ CC2420 radio
power, low cost @ 250kbps
=] Built from application @ 2.4GHz ISM band
experiences and low
duty cycle design =TI MSP430
principles @ Ultra low power
=] Robustness — 1.6pAssleep

— 460uA active

— 1.8V operation
Open embedded platform with open source
tools, operating system (TinyOS), and designs.
KET| 385374 dissaLa 28
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@ Integrated antenna
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4@ Soldered connections




Operation Characteristics

@ 16-bit core
@ 12-bit ADC

— 16 conversion store registers

— Sequence and repeat sequence programmable

@ < 50nA port leakage (vs. ImA for Atmels)

4 Double buffered data buses

® TI MSP430 -- Advantages over previous motes

@ Interrupt priorities

@ Calibrated DCO

8Mhz
Basic
Cleck

FLASH

8-60KB

RAM
§12-10KE

POR
BOR

svs || comp_a

Porti/2
with IRGr

Port3/4
Ports/6

m| Buffers and Transistors

@ Switch on/off each
sensor and component

RISC
CPU
16-bit

JTAGIEEM

[ 11

7T

11

i

1

-

bluco |

!

|

!

sl

!

subsystem

1!

]!

1Y

g

gl
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MPY Watch | |Timer_A3| | Timer_B7] | ADC12 | IDAC12_0|| USARTO | | USARTA
MPYS dog 200ksps | [BAC12_1| JUART/SPI| JUART/SPI|
MAC 15-oit 18-oit 16-bit Vref 12C
MACS Temp
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Minimizing Power Consumption

®| Compare to MicaZ: a Mica2 mote with AVR mcu and
802.15.4 radio

m| Sleep

@ Majority of the time
@ Telos: 2.4mA

49 MicaZ: 30mA

m| \Wakeup

@ As quickly as possible to process and return to sleep
@ Telos: 290ns typical, 6ms max

4 MicaZ: 60ms max internal oscillator, 4ms external

= Active

4 Get your work done and get back to sleep
@ Telos: 4-8MHz 16-bit

@ MicaZ: 8MHz 8-bit

KET| #5274 rSP=E=
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Power Calculation Comparision

Mica2 (AVR) = MicaZ (AVR) (=] Telos (TI MSP)

4 0.2 ms wakeup 4 0.2 ms wakeup 4 0.006 ms wakeup
@ 30 uW sleep @ 30 mW sleep @ 2 uW sleep
@ 33 mW active @ 33 mW active @ 3 mW active
@ 21 mW radio @ 45 mW radio @ 45 mW radio
@ 19 kbps @ 250 kbps @ 250 kbps
@ 2.5V min 4 2.5V min 4 1.8V min
— 2/3 of AA capacity — 2/3 of AA capacity — 8/8 of AA capacity

Supporting mesh networking with a pair of AA batteries reporting
data once every 3 minutes using synchronization (<1% duty cycle)

453 days 328 days 945 days

* Reference: Joseph Polastre, Robert Szewczyk, Cory Sharp, David Culler in Proceedings of Hot Chips
16: A Symposium on High Performance Chips. August 22-24, 2004.




3. International Standards:
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|[EEE 802.15.4 Characteristics

Channel Rejection

2.4 GHz 868 MHz 915 MHz
Data Rate 250 Kbps 20 Kbps 40 Kbps
Channel 11~26 channel 1 channel 10 channel
DSSS 32-chip PN codes 15-chip PN codes
Chip Modulation O-QPSK BPSK
Symbol Rate 62.5 Ksym/s 20 Ksym/s 40 Ksym/s
Chip Rate 2.0 Mchips/s 300 Kchips/s 600 Kchips/s
Sensitivity -85 dBm -92 dBm
RF Linearity - 10 dBm(11P3), -4 dBm (Output P1dB)
Trasmit Power 0 dBm(ImW)
Adjacent Channel 0dB
Rejection
Alternating 30 dB

KET| 2Ris=o7
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|IEEE 802.15.4a

m| |EEE 802.15.4a

4 |EEE 802.15.42| PHY UH Al -> Pulse Radio

@ 10/6 OlLHS &t E 2= X HEEE M=
@ 1KbpsOl A 1Mbps Data 8 & £ &

@ Sl Helo &E

@ HqEg A2

@ 2004 7€ CFPp &M

& T ZFSF x0H20054E 38 &+ (| &
@ FE A 2220064 2/4 2D
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|IEEE 802.15.4b

m |EEE 802.15.4b
& |EEE 802.15.4 2 &4 of

ol

ZE <8
LRSI HES SEE =S 243G
¢ 207 289 Ry B
@ 862~8682 MEZ2 FIH4 U M =2

@ 20043 52 CFp &t
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IEEE 802.15.5

m| |[EEE 802.15.5

@ Mesh HIESI3 XI&6HD| 218t 15.42] PHY & MAC & 22

@ |EEE 802.15.42| PHY 20N SAIAHC SE(ESE L A2 &
%OI

@ a | j| O| /\IE|/\—I _l;l_%k

¢ HER3 74 Held 22

@® MES s zAotE Soll 2 s& A2t HE
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KET

IEEE 802.15.4
defined

ZigBee ™ Alliance

defined

End manufacturer

defined

Layer
function

Layer
interface

| A2

Horga Electronics Technology Institute

Application Framework

ZigBee

Security
Service
Provider

APS Security
Management

Interfaces

20 Public

Application Support Sublayer (APS)

ZigBee Device Object
(ZDO)

APS Message
Broker

Eeflector
Management

APSME-SAP

Network (NWK) Layer
NWE Security INWE Message Routing Network
Management Broker Management Management
MLDE-SAP | (vivESap

Medmum Access Control (MAC) Layer

Physical (PHY) Layer

| 24GHzRadio |

|363.-‘9151'v[[-[zRadi0 |

MNLME-SAP

ZD0 Management Plane




ZigBee-Ready Chip Vendor

Company Frenquency Product Name Configuration Market Time

ZMD

AMI
Semiconductor

FreeScale

Chipcon

Ember

RadioPulse

KETI

—
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IEEE 802.15.4 Compliant
CC2420 Radio

m CC2420

@ Fast data rate, robust signal
— 250kbps : 2Mchip/s : DSSS
— 2.4GHz : Offset QPSK : 5MHz
— 16 channels in 802.15.4
— -94dBm sensitivity

@ Low Voltage Operation
— 1.8V minimum supply

@ Software Assistance for Low Power Microcontrollers
— 128byte TX/RX buffers for full packet support
— Automatic address decoding and automatic acknowledgements
— Hardware encryption/authentication

— Link quality indicator (assist software link estimation)
— samples error rate of first 8 chips of packet (8 chips/bit)

KET| #5274 rSP=E=

K%

2e -89



Z1gBee Certification

=] ZigBee Certification Introduction
(ZigBee Meeting, Seoul, 12/04)

4 Cable Modem, DOCIS Qualification Program
@ Qualification Working Group

@ ZigBee Platform Compliance

4 End Product Certification

KET| 2Ris=o7
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Z1gBee Platform Compliance

m| ZigBee Platform Compliance

4 Chip, Module, Protocol, Profile & & &t Platform0f| Certification
4 Bluetooth2| Certification T2 1249 A5 S SHA 0l 8|

@ ZigBeeOll CH &t Total Solution £+

®| End Product Certification

@ After ZigBee Platform Compliance

@ ZigBee Profile =2 ({2

@ ELAF MIZ 2-32} Interoperability Testing
@ ZigBee Logo £ 04




Certification Institute & Cost

m] Certification J|2t: TUV America, NTS

m| Certification =t H|
@ M3 CIXel & AP I A E(ZigBee Spec.)
@ ZigBee Certification/Compliance 2|7 &l& Z Certification M & M=
@ Certification HI A E &l &Y
@ Certification Q! & 21 20l Al A H ek M &
@ Certification Maintenance

m| Certification Documents

@ ZigBee Certification Application,

@ ZigBee Conformance Checklist

@ ZigBee Interoperability Checklist

4 Product Documentation

4 Logo Licence documents

KET| Ris=o7 Mo Eoing s



Zi1gBee Certification

m| Certification testing documents = JH Ol &
m| ZigBee Certification : 2005 1= )|
=] 20053 GtBHD| : ZigBee Logo M & Al& S2& O

S2apEX2e B R

KET| #sEo7 SPESs
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4. Our Works:
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|IEEE 802.15.4 J| Bt D& K

{ —— On/Off Control Module

éctuation
=
“Ed
(&)

- Photo, Temperature, Humidity 2 LI E &
- Threshold & & & H &
- Sending Actuation Command
—
KET| eEors HREBARH 46
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|IEEE 802.15.4 J| Bt 8= J| KNI

Actuation

ma gy

KETI #Riszere
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Indoor Positioning System
H/W Z202 - (IPS-G)

Hardware Spec.
ARMY Core Processor
— Samsung S3C2510
512Mbit SDRAM
- 32Bit Data Bus
64Mbit Flash Memory
— 16Bit Data Bus
Xilinx 95144XL
10/100MBps Ethernet

Function

Embedded Linux &2} vorg[ eip ;
[PS-M Remote Upgrade e i, L0 wiine e

_ FTP’ TFTP il 3-%'_ Q5 1da L _ﬁf‘_h_
Command -

— Pass : Ethernet — Serial satasll | Fiash Memory
Daita % %n§g| < Frﬁfﬂ“‘g‘gnr Datg, | Intel 28640

— Pass : Serial — Ethernet

— [PS-M Gathering Data Ladde, | SDRAM

— Sensor Value (Temp. Sensor) (e

p fas, K4SI3421I332

(=]

¥

KETI 34¥8=3 : Indoor Positioning System — Gateway M7=



Indoor Positioning System
: H/W Z213t= - (IPS—-M)

Hardware Spec.
ATmegal28L
CC1000
— 915MHz RF Transceiver
Serial EEPROM
- SZH=NE
Ultrasonic Sensor
— Murata MA40 Series
— Other Ultrasonic Sensor Compatible
Voltage Booster
— Output Voltage : 2 x Source

Voltage — o
. . g 3| Arphi Fitter Ditector Cormpar | Trariscei
— Min. Size (No Transformer) Fecsier g ol o il g I e i
Serial Interface |
Thieshal
— Controller Program e
— Status Monitoring .
[i-jocal g
s Bocser ‘ = Amegatis

Sensor i
— Temp. Sensor
— Photo. Sensor

— 2 AXis

Senid Rerben

L 3

Power
— 2 x 1.5V Battery

ARLEADH a0




H/W Z 1= - ZigBee J|8t JI& O] 2ZF0 01 H

=
o 1

- ZigBee J| Bt M HIH E&

Hardware Spec.
E Al O

oS U LE

T1 MSP430
CC2420
- 2. 4Ghz RF Transceiver
A =Z00l& 2
Opto-CoupIer On/Off

—
KETI #Riszere
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S/W—-Xl X &2 (Ver. 1.0)

Listener Start

T_7 T _O N Beacon Start
=L T N n
. , gt e mA ]% .
Radio Receive Radio Send
Ultrasound | Sl I Ultrasound
Recleive - Send
RF ¢} =539
time—of-flight — JJART= Beacon
A A3 Beacond AH &9
Listener A 2] Al Ak
m = 22|=9 C|-X—|

oMds S35l A2 EA o1

| = nEo WEEl 4201 3
« IR QX S HAGHED XY BAO| LME

KET| 335874 SR
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[ ] Owerride:

[ Aggressive

] Annulus [C] Streamer

Erasedll @ PenlUp PenDn: ) Ling 1 Rect (1 Cire

esif -
'l(-5?.5, 113.2)

J(ests . .
-57.4,-3.2)
o{=0%09 -68 064 23343%)
esid esig
‘t(-55.7,—113.2) {57.5,—112.9)

Coordinate Estimation Completed
TracKing...

—
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0x73
.[T: 30, D: 101

Ox2c

. [T: 20, D: 13]

0x19 Oxe?
. [T: 20, D: 10] [T: 20, D: 0]
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S/ EJ—E_

S ——

IPS-M IPS— M(Posm ner Serial)/G
(Positioper RaQio) v
‘ BN

e -

'P.S._M HostPC

O]
(1 IPS—M (Positionee)0llAl =IO Z RF HIAI X2t =S IOF 2HA4,
2 IPS—-M (Positioner)= IPS—M (Positionee)t2] HelE& #ot] R

O IPS-M/GOIA OIS &ellt.
@ IPS-G= IPS-MLZ2RH HelZBEE HZOI HostPCZ 0l &

= 2es HE

« HIZ2LEo i A2EES ZAAE
- OlHYls Sot 8= —+—’é! s

« AX A A AIASEO0A IHE
HlLhe
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S/W Z1t= - ( ®*IXl QIXl Al AIAED)

O A AAE ST

Semﬂllz

M IPS M Mobile Node
B IPS E: Beacon Node

i IF: & Gateway 3ystem

L Setond

Localization Setver /
| Systemn o

K%
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AX X A AIAE IR
IPS-M 2 X| HI =

- IPS-GZ £ & Raw-Data ==&
- =& & Raw-DataE 0| E0t0d AFS At 2 X H & &
Tracking

?| X1 218+ Actuator Al O

ES

- H=E ALZ X2l 9 X E actuator 0| Al =J|H 22
Notify
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OIX| A AlAE)

|_ber LocaEsion Trader ()
ﬁrﬁer,ﬁx
ngaheig——

—-> g S FtHﬁmfF_tHﬁo ST 151 20
] nealocEicn LocazEicn
" TEE CGrpensater A
Foaticng Tede
R — Fedticring
<> Resching
R Feeticring Cetaeacsr Mbclie
=
Tty

Loceion RewCeta Gty | 2o S HYOcEEang
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RAW DATA

Pl B
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Tracker Analyzer
Loc

Client Library

v
Log DB

-a—p Tracker Daemon |<———9>

alhost:5003

ILocalhost:5004!

Tracker Viewer &
Tracker Editor

GUI

——

* trk files

Map Editor
SPNE =S

2
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