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1. ISP

Worldwide Attack Trends
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Scope
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Seconds

Minutes

Hours

Days

Contagion Timeframe

Weeks or
months

A Class llI

Human response: impossible
Automated response: unlikely
Proactive blocking: possible

“Flash” Threats

Class |l
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“Warhol” Threats

Automated response: possible
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Day-Zero Threat

= A day-zero threat exploits a previously
unknown, and therefore unprotected
vulnerability.

Vulnerability-Threat

Window
| | >
| | :
Vulnerability Threat Time
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Physical Infrast

Targets Wireless Infrast . Internet Backbo
ructure Web Services ne/ Broadband ructure/
Threats SCADA
Flash and
Day-Zero Thre Major Impact to:
ats disruption to Global
multiple Internet = Power
Warhol and networks . . Disruption = Comm
Day-Zero Thre Major dlsruptlon = Hydro
ats of B2B services = Chemical
sector-level = Other infra.
impact
Blended Threa Short-term
ts disruption
of individual
networks . . .
DDOS Short-term/ localized | Disruption of inter-
Internet disruption | networked SCADA
Targeted Account theft/ Data theft/ 3?:;5;22
Hacking corruption, DoS corruption, DoS infrastructures
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Percentage of IDS Events
Submitted to Symantec in 2002
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Attacks per Company by Week

(January 1, 2002 — December 30, 2002)
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Attacks per Company by Industry
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Attacks per Company by Company Size
(July 1, 2001 — December 30, 2002)
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— |imitation
= |DS detect local intrusion symptoms and can only react
locally

= No common language for remotely instructing boundary
controllers to block selected traffic

= IDIP(Intrusion Detection and Isolation Protocol)

= Cooperative tracing of intrusions across network boundaries
and blocking of intrusion at boundary controllers near attack
sources

= Use of device independent tracing and blocking directives
= Centralized reporting and coordination of intrusion response
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2.

| DI P Concept

= IDIP Communities
= Discovery Coordinator

= Boundary Controller
= |ntrusion Detection System
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IDIP

= IDIP Primary Layers
= |DIP Application Layer
= |IDIP Message Layer

= Message Type
= Trace
= Report
= Discovery Coordinator Directive
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2.

| DI P Application L ayer

= Generic Agent

IDIP Generic Agent
Message processing
Connection search

. IDIP Detection
Interface

Cost model [~
v ma == [DIP
Component-Specific Functions Audit
service blocking Data
IDIP Backplane ‘ IDIP Audit

= Discover Coordinator Application
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2

| DI P Backplane
IDIP Application
IDIP Backplane
Neighborhood Management
IDIP Message Layer Node status
Reliable Delivery . .
Duplicate Removal IDIP Cryp’fﬂgr.aphlc Services
: Authentication
Multicast Support Inteori
Time Management ntegrlty
Privacy
Message class
subscription Key Management
User Datagram Protocol
Internet Protocol
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2.

| ntegr ated Components

Boundary Intrusion Host Based
Controllers Detection Responders
Svstems

AT Gauntlet Met Squared ™AL Labs

Internet Metwork Radar Gieneric Software

Firewall Wrappers
Prototype

Secure SREI EMERALD TCP Wrappers

Computing
Corporation
Sidewinder™
Firewall

BSk and
EMERALD FTP
Mlonitors
Prototyvpes

Linux Router

1O Dravis
Giraphical
Intrusion
Dretection Svstem

Prototvpe

IP Filter

™NAT Labs Oregon Graduate
ARCGuE [Institute
Prototyvpe StackGuard

MNAL Labs hulti-
Protocol Object
Crateway
Prototvpe

ORA CORBA
Immune Sy stem

Prototvpe

MNAT CyvberCop
Server and
CyvberCop
Mlonitor

Internet Security
Swstems
RealSecure
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2.

Demonstration Program
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2.

Exploiting Active Networks
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2.

Nor mal Video Flow
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2.

DDoS Attack Begins
=&

video Stacheldrahit Fombie bie
client controller dj1 2

Org é‘ Org
A
. i

router 4

H B

ma nagement
station

video management
client station

Huge ISP

Consortion Mom and Pop

detector video video

(HIC) client server ISP (MAP)

R e

www.lnfnsec.cn.kr



Active Rate L imiter Dispatched
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2.

Rate L imiter Mitigatestoward Attack Sources
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2.

Rate L imiter Attemptsto mitigate Beyond HIC
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2.

Authorization Failure Reported to MAP
H & H2 K
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2.

MAP Administrator Reviews Failure
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MAP Admin Authorizes HIC Management Control

Policy
Change

management
station ;
video management
client station
Huge ISP
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2.

Active Rate Limiter Permitted to Run
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3. DARPA ITO/1SO
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L ayered Defense

Detect Prevent

28
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Roadmap

Inherent Survivability =

1999-2003 i
| &

| SO Info Assurance
1997-2000

| nformation Survivability
1995-1999
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Accomplishments

L ocal Strong
Detection Barriers

| nfor mation ‘ e H"".

A !
/ as
. F
Rl

Survivability
Program

1995-1999

R e

www.infosec.co.kr



Strong Barriers

Develop strong
barriersto
penetration at all
system levels
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Network: DNS Security
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Middleware: CORBA

Access Control & p

Authentication O O O

Client
Enclaves

Sarver Enclave
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OS: Nested Processes

Untrusted App

Security Manager

Microkernel
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Application: Wrappers

Application

| nput P

7

I nter dent

B oo BB
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L ocal I ntrusion Detection

Detect attacks
locally with high
confidence and low
false alarmrate
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| ntrusion Detection

State-of-the-Practice

= Pattern matching on known attacks
Program focus

= Statistical Anomaly Detection

* Model-Based Profiles

Detect Previously Unknown Attacks
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New Directions

Global
Detection

n | nherent
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Global Detection

L& — Distinguish events of
"/ - elevated significance
from those of only
local interest
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Intrusion Tolerant

Maximize ability to continue
critical operations following
partial compromise

Maximize residual capacity of
network infrastructure
following partial compromise
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Tolerance Techniques

€ Data Redundancy

€ Programs Redundancy

€ Hardware Redundancy

€ Communication Codes Redundancy

¢ Information (Analytic)/Design
Redundancy

€ Temporal Redundancy
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L ayered Defense
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Constant Feedback

Change Firewall Rules
Disable Accounts
Retask Sensors

Automated Response
Tactical Decisions
Strategic Decisions

Game Theory

A%%hce Methods
Red Teaming
Forensics

Adversary Mo
Decentragz@ i

Vulnerability Assessment

Intrusion Detection

HUMINT

Visualization
Cognitive Science
Correlation and Fusion
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3. DARPA ITO/ISO

Response & Correction Function

Application

Session
Transport

Network

Employ
Sandboxing

Move
Function

Retard
Suspicious
Threads

Change VPN
Crypto

Critical Data| Trap '
' Kill Change

Replicate
Critical Disinformation
Process

Disable
Function

Replicate Honey Disable
Accounts

gﬁgfégg FiSthWl Permissions

Impose
No-Fly Zone

Route Around

ange Firewa

Settings

' Launch
Fishbowl Exploit
StegoTracing

Scan
Back

Counter
Flood
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Q@
( BugBear.B)
Q@
( SQL Slammer)
o N TCP window
55808 )
o
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B

TESS NSS(Network Surveillance System)

Global Detection
System

TESS NTM S(Network Threat Management System)

Global Detection System NSS . -
DB, Global ( DeepSight)
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TESSNSS —

TESS NSS(Network Surveillance System)

VOVVVVVVVAUVVSAUVVVVVUVVVVNNVUVUVUVVU22092090000090YS

@ TESS NSS Local Detection Global Detection
Qo

Local Detection System Global Detection System
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TESSNSS —

TESS NSS(Network Surveillance System)

VOVVVVVVVAUVVSAUVVVVVUVVVVNNVUVUVUVVU22092090000090YS

@ TESS NSS Intrusion Detection = Network Traffic Monitoring

Intrusion Detection System Network Monitoring System
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TESS NSS(Network Surveillance System)

VOVVVVVVVVVVSAVVVVVUVUVVVVNNVUVUVUVVVVVU02090000090Y

VVIsualization
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P

/IP

Drill-down
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TESSNTMS

TESSNTM S(Network Threat Management System)

VUV %%%9%% %%

@ NSS(Global Detection & Network Anomaly Detection System)

o / (Early Warning & Alert System)

o (Response System)

Q@ DB(VA DBMS)

@ Symantec DeepSight TMS( )
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TESSNTMS

TESSNTMS

VOVVVVVVVUVVVV09000000Y

, symanfec.

DeepSight™
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G/W NTMS

VOVVVVVVVVVVAVAVUVVVVVVVVVUVVVVVVVVVVVVUVVUNNVVD00992909000Y

Global Detection System — NSS (4) NSS
/

DB & DeepSight

o / E-Mail SMS NTMS

Qo , ,
DeepSight
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Sglexp worm(Slammer)

VUVVVVVVVVVVAVAVVVVVVVVVVVUVVNVVVVVUVVVVUVVV0000Y

Sqlexp worm(Slammer) ?

Q2
1.25 SQL Slammer SQLExp
@ SQLExp

o 3 , ISP UDP/1434

° SQLExp

@9 23 ,11 4 SQLEXp
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NCA | X NTMS
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@ Global Detection System — NSS (10) NSS
e /

o 10 NSS 2
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