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ABSTRACT

As the scale and complexity of networks increase, the concept of Intent-based Networking (IBN) has been
proposed to manage networks based on user intent. With the advent of Large Language Models (LLMs), Intent
Translation, which apply LLMs to IBN and transform natural language intents into structured, abstracted forms
that can be interpreted by the system, has been attracted. This paper proposes a method for generating templates
that abstract and structure natural language intents to manage Network Function Virtualization (NFV) environment
through Intent Translation. The proposed method optimizes an LLM using domain adaptation techniques such as
Chain-of-Thought (CoT) and few-shot learning. We evaluate the proposed method by comparing it and existing
methods. The experimental results showed that the proposed method can significantly enhance the translation

accuracy.
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Phi4 hid . lus (14b) - Microsoft (2025.04)

i4-reasoning:plus

[23] P &P - Lightweight, reasoning model
GPT-OSS - OpenAl (2025.08)

gpt-0ss:20b (20b) . .
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[30] - Support full-cot and multi-modal reasoning
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LLM-based
Rule-based Baseline
Methods o Tu et al. [16] Proposed
(Heuristic) LLM
(LLaMA33) | LLaMA3.1 | LLaMA33 | LLaMA3.1 | LLaMA33
Tu et al. [16] | acc. 62.5 75.5 87.5 97.5 90.0 97.5
dataset Proc
(Dep. + SFC) | time 0.41 1.83 691 7.20 4.57 4.93
Our dataset Acc. 59.7 72.6 - - 90.3 96.7
(5 tasks) Proc. |0 48 2.16 - - 5.09 551
time
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LLaMA3.114 & 9F 90.0%, LLaMA3.3¢4+&
975%2 AIFEE FAs gt = Adst= vt
HE Adgdrst Hl%%}ﬂﬂr op7} e 5o

e 77 e

2] A 7re] zZA FUbvhE S ovigdh w
W, Aerels WS CoT 7|W A 23
dagk $Fo oAlee AMSgo =, A
A s fFAEFHAR AY A7ks 2 +
ik

thgow, Aol AAdE 6271¢] intent
dolej Aol gk A= 2 Ay A=
FARE  AgS Redoh FE 7]ME Intent
Translation W2 oF 507%2] A stxo} 048%
o] A A7+ B9y, 7] LLaMA33 =dS

i)
I

ok 72.6%2] A=} 216322 AT A7E A
gt AgAdTY 7l Deployment®} SFC
WS e Z o] FHeol glo] B ATl A
A dHeleMegs A vyl Erlest
7] well e dlelef Mol = A+
o] A% ZAo] Aa= A skt
A ok sh= H&*ﬂg LLaMA3.1 7] <F 90.3%,
6.7%°] A&zt SH =3
7 dolmrt 4led gl dl

-}L wye bgAel Ay

_I

m&\o

o
551%% %—7}?;&%]@, A dinlste] oA
3 o A AeAzkE 2ok
SoksbA, A3 1o)4= intentS JSON ®lZ8loF

Fpshakts AalolA Aok el 4 7w o

2
baseline LLMS A}83F wlur} =2 A=
B, o)A Aol vl w|=g 5] A
s fAEFHAME A A7E vl A &
F3l= 235 BTk o= NFV e 34
oA thekgk zkede] 7|4t intent A7kl 7}k
A Aol 3k Aol AlQE whe] ®eh
ALHel Ass ATd & USS AARE

it
)
[\e]
2
>
E e
e
e
-
=2
>
)
e
o
|
5
—
2

Mistral (7b), Phi4 (14b), GPT-OSS (20b),
Gemma3 (27b), Qwen3 (30b), LLaMA3.3 (70b),
DeepSeck (70b), GPT-40 (200b %) 8%
LLM =& o s, 2 odyex 44T 62
7 intent d]o]E]Alell 3] baseline WH 3} At
"} €] Intent Translation % =<} 2] A
S48kl et

], baseline LLMS %3} Intent Translation®]
= SAT A3, dARivlE o AS ¥
3} mel2 Mistral, Phi4, GPT-OSSl|4] 7z}
°F 56.4%, 58.1%, 58.1%°] AI}=E Mo
, °F 30b°] IetvlEE AHgste T =27]9
92l Gemma3, Qwen3:= % 67.7%, 69.4% =
10% =& AFEE Bk 7062 F}ehv]E
5 AFSske Az o R g mdql LLaMA33
#} DeepSeek= ZH7Z¢ 71.0%, 67.7%2] AHI=E
7123k 3, FeE el A APIE E

== GPT4o= oF 742%9] 71 E2 AHE
= B9rth 12y baseline LLMS AF-8-3F vF

a9

ol off & o rr

10 o OH OO oM oox

oL l-rl 4 ru

[de]



KNOM Review ’25-02 Vol.28 No.02

< 3] AR AlY A=y Atz ZdE ke sl
3t AHZF EA13}e] wH<E baseline LLM
WHgto 2= NFV e 87=HE 5o
Intent Translation &% E Ho|x] 3t}
Fdgk = o] AF WY (CoT +
few-shot)& A-83 A7}, g oo AHIx
7} A =k 23 2o 739 Mistral>
56.4%04 823%%, Phid:= 58.1%°|* 83.8%%
oF 20~26%2 A% IS wyrh 23 =g
8l Gemma3®} Qwen3 A b 67.7%04]
91.9%, 69.4% 4 88.7% = A%l =ZA Nd=4
o, LLaMA3.32 71.0%°14 96.7%Z <F 25%p
o] dAFE|ltl. DeepSeek= 67.7%I4 87.1%
2, GPT-4o= 742%°14 96.7% % =], 2=t
= 7]Hk oy 2o m Ajk We] 2 A
gr R 23E AFEE E9FE 5 AUk
el A7E SHeAE TEZ
2 o3 & E_f“oﬂ/ﬂ AZ9
At =
%, Phids 1.19%°A 1
LLaMA3.33 DeepSeck+= 27+ <}
27} A do] WAELY I, GPT-4o= <F 0.3% A
o Z7hE Bk v ald A g
ol Weld wERHOoH, HFEr A

=

S B

25 773 v Intent Translation %E | A=
&

a

ML)

A

Nlmm

,41':_
m o= gebE, =3
wlake] Az A 7hs
o
o

80~90% °]7=] Xéi—h:_é Ealo] uhE 6}04
A A ahglo] AgE fANME ALH
2 A = gle e iozl-rﬁ]—

4.4 Z1n} 24

A 19 A3E 1, Algksls LLM 7|t
Intent Translation= 2 7|1} W3} baseline
LLMe¢ll ¥]3}] translated intent A3 A & ol 4]
wgleh 24 A e Ae)

AZEe WS @AR ekt Aol E
g9l intent® Q& <F 60% AHIFE=E Bl
W, Aste WS CoT 7|Mh 2AA FE
NAE E3| 71E LLM 7|9k A7t fAFskA
U o =& A3 E wyrh 53], Deployment
o} SFCell gh4d¥l Ads§ad-2] o]l Al ofy
2} Auto-scaling, Security, Network Configuration
742l E3FstE 6271 intent dlo]E] Al A = 90%
o] el AEwE k- o w IAste], NFV 3t

rlo

T 95

3

ek
)
HoE

10

o Aele]l #49 BANNE B Y5e #
B3ee Falste
A 294 E Aksks PPE ol FRe

LLMol| 483 wfo] A5 W3ts FA st
Baseline LLMS A8 29 md =F7]¢] ujz}

o 90% FTFHHe AIEES rIFIeH,
Mistral, Phi4 5 72 2ulx 80% o]t = Ab
=3l Apde] AgH A= 28 JeAS
B3l Ay Azt ZEZEVL Exbe3
of w2} Dbaseline wWH] Z7}g v},  Intent
Translation 8] A2 A, AA v £71%] 23}
3 A NFV @2 JJrO]ﬁE}L Ao A 2
FA A Pllxrt 28FHE AHA AHEAZES
2HE o 4 sl FEe e =R 3§
Ask 4 ol

Ssoksld Ay 17 AY 29 ZHI= Intent
Translation =74 A %% A7 3]'3 F& 29l

X—}'%j °ﬂ I‘/H'c?H intent& —zr/‘oL@r o Fxs}sie] A
A8, 71 F 7IHke] AW elu
baseline LLMS A}-8-3}= W B} 7‘%31 A 7k2]
b EAEAR Age SHoA 5ok
o= intent HlolE] A& U & thofstete] of
HE §33 ztede] ZHol digk Hr}
dta, 2 A9 Intent Translation HFH
o2 LLMe| AA A 7}53g @] A
o7 /Kﬂ/ﬂ{s].:]l /\g/\c‘]% X—]i_ﬂ'% Zﬂl%—’?s}-
)}

L=
=
| o
=

oo
S

o2
2 o

iz

o
A A L intent 7|¥F 2E3 A
skt g g7} gle),

O
< 2L
OHT

2o 2 e mu

4
fu

v.Z B

HES= 7MI3}t 7o) gl wel NFV 3
7o) vES A ] Bitde] F7ksla glrk & 1=
FollM= ARSARY] Alede] ] 9% (intent)E 7|
Blo 2 intentel] Z3E NFV 2] A = zlg]



NFV #2]E $|8F LLM 7]4} Intent Translation ¥4 <17

tlo

F435t 2 Fx3)38le] JSON 419 dlEslew
H3lsl= LLM 7]Mb Intent Translation WS-
okgkc}. Algkslh= M2 CoT, few-shot learning2-
ARE3ted LLM 7|HF slo]Zeiels A 2 Fd3)
3, 71% A3 9 oy LLM 2d3ke] A% v
ARS 58 Aldehs we] 71 R =2
AEEE Holw, 58] 77t HARk 3= A<l
A TR A e Bole AS sk

g5 QdFolM= intent dlolElE vlokstAl A
sled NFV AR]85} Aol &2)/5 [31-32],
A #H A3} [33]9F 22 20 AVtE| kA Edet
o] Aljleh= WS B W71 oFelrh w3l
. Intent Translation 75 2481 intentE 7|
HES 2 Kubernetes [34], OpenStack [35]9} 72 A
Al NFVI -8 &7ollx] Aal A 7hs3k AA
A8} A48l Intent 7)0F AE3} I =
A= el gk AFE 3 Aok

i)

2

1o e

References

[1] R. Boutaba et al.,, “A comprehensive survey on
machine learning for networking: evolution
applications and research opportunities”, in
Journal of Internet Services and Applications,
vol. 9, issue 1, 2018.

[2] Saha et al. “Intent-based networks: An industrial
perspective”,  Proceedings of the  Ist
international workshop on future industrial
communication networks. 2018.

[3] Leivadeas et al., “A survey on intent-based
networking”, IEEE Communications Surveys &
Tutorials vol. 25(1), pp. 625-655, 2022.

[4] ETSI, “ETSI GS NFV-SOL 007,Network
Functions Virtualisation (NFV) Release 3;
Protocols and Data Models;Network Service
Descriptor  File  Structure  Specification”,
[Online]. Available at https://www.etsi.org/
deliver/etsi_gs/NFV-SOL/001_099/007/03.05.01
_60/gs_nfv-sol007v030501p.

[51 Zhao et al., “A survey of large language
models”, arXiv preprint, arXiv:2303.182231.2,
pp. 1-124, 2023.

[6] L. Giray, “Prompt engineering with ChatGPT: a
guide for academic writers”, Annals of
biomedical engineering vol. 51(12), pp.

2629-2633, 2023.

[71 Wei et al., “Chain-of-thought prompting elicits
reasoning in large language models”, Advances
in neural information processing systems vol.
35 pp. 24824-24837, 2022.

[8] Song et al., “Llm-planner: Few-shot grounded
planning for embodied agents with large
language models”, Proceedings of the 2023
IEEE/CVF
computer vision (ICCV 2023), pp. 1-12, 2023.

[91 Lin et al, “Data-efficient Fine-tuning for

international conference on

LLM-based Recommendation”, Proceedings of
the 47th international ACM SIGIR conference
on research and development in information
retrieval, pp. 1-10, 2024.
[10] P. Lewis et al,
generation for knowledge-intensive nlp tasks”,

“Retrieval-augmented

Advances in neural information processing
systems 33 (NeurIPS 2020), pp. 9459-9474,
2020.

[11] Stamper et al., “Enhancing 1lm-based feedback:
Insights from intelligent tutoring systems and
the learning sciences”, International Conference
on Artificial Intelligence in Education. Cham:
Springer Nature Switzerland, pp. 32-43, 2024.

[12] J. Hong et al., “A Comprehensive Survey on
LLM-Based
Operations”, International Journal of Network
Management (IJNM), vol. 35, issue 6, 70029,
pp. 1-54, 2025.

[13] Dzeparoska et al, “LLM-based policy
generation for intent-based management of
applications”, 2023 IEEE 19th International
Conference on  Network and  Service
Management (CNSM), pp. 1-7, 2023.

[14] Mekrache and Ksentini, “LLM-enabled
intent-driven service configuration for next
generation networks”, 2024 IEEE 10th
International Network
Softwarization (NetSoft), pp. 253-257, 2024.

[15] Wang et al., “Network meets ChatGPT: Intent

Network  Management  and

Conference on

autonomous management, control and
operation”, Journal of Communications and
Information Networks vol. 8(3), pp. 239-255,

2023.



KNOM Review ’25-02 Vol.28 No.02

[16] Tu et al., “Intent-Based Network Configuration
Using Large Language Models”, International
Journal of Network Management (IJINM), vol.
35, issue 1, 2024.

[17] S. Nam et al.,, “LLM-based VNF Deployment
Automation in OpenStack Environment”, 2025
IEEE/IFIP Network Operations and
Management Symposium (NOMS  2025),
Honolulu, USA, pp. 1-7, May 2025.

[18] IETF, “RFC 9316; Intent Classification”, 2022.
[Online]. Available at
https://www.rfc-editor.org/info/rfc9316.

[19] Ollama, “Ollama Document”, [Online].
Available at https://docs.ollama.com/.
[20] OpenAl, “OpenAl Documents”, [Online].

Available at https://platform.openai.com/
docsfoverview/.

[21] Langchain, “Langchain Document”, [Online].
Available at https://docs.langchain.com/.

[22] Mistral Al, “Mistral Document”, [Online].
Available at https://ollama.com/library/mistral/.

[23] Microsoft, “Phi4 Document”, [Online].
Available at
https://ollama.com/library/phi4-reasoning/.

[24] OpenAl, “GPT-OSS Document”, [Online].
Available at https://follama.com/library/gpt-oss/.

[25] Google, “Gemma3 Document”, [Online].
Available at
https://ollama.com/library/gemma3/.

[26] Alibaba, “Qwen3 Document”, [Online].
Available at
https://ollama.com/library/qwen3-coder;.

[27] DeepSeek, “DeepSeek Document”, [Online].
Available at
https://docs.langchain.com/deepseek-r1.

[28] Meta, “LLaMA3.1 Document”, [Online].
Available at
https://www.llama.com/docs/model-cards-and-pr
ompt-formats/llama3_1/.

[29] Meta, “LLaMA3.3 Document”, [Online].
Available at
https://www.llama.com/docs/model-cards-and-pr
ompt-formats/llama3_3/.

[30] OpenAl, “GPT-40 Document”, [Online].
Available at https://openai.com/research/gpt-40/.

12

[31] &AI9, #=A, FA%, 3471, “H2d 7Ihk
vl = -rlﬂ 374 2 A8 &2 W 9, KNOM
Review, Vol.25, No. 2, pp.10-21, Dec. 2022.

[32] A, AW, A, T171, s
ol g3t oA HFH AL Live
Migration A A #|o] ¢17” KNOM Review,
Vol. 25, No. 1, pp. 28-36, Aug. 2022.

[33] olx=<d, FA¥, U471, "NFV 37|~ 9]
Deep Q-Networks 7|HF & ~A|d3 7]
17" KNOM Review Vol. 23, No. 2, pp.
1-10, Dece. 2020.

£ X ¥ (Jibum Hong)
2017 gk g al ERICA
e iR Bl T
2017 ~ 2020 EF-F3}ehstw
el Fea A At
2020 ~ A E3FFIustw

& & 7| (James Won-Ki Hong)

1983 Univ. of Western
Ontario, BSc in Computer
Science

1985 Univ. of Western
Ontario, MS in Computer

Science

1985 ~ 1986 Univ. of

Western Ontario, Lecturer
1986 ~ 1991 Univ. of Waterloo, PhD in

Computer Science
1991 ~ 1992 Univ. of Waterloo, Post-Doc Fellow
1992 ~ 1995 Univ. of Western Ontario, 372/~
1995 ~ &) Eagehsta, FArelgstat wa
2007 ~ 2011 Zagafojela, AREAIEAAY
2007 ~ 2010 Eakgaioishay, HHFAlATA 7R
2008 ~ 2010 3 La—JJrﬂbh ATl )
2008 ~ 2012 EFehsta, ARG
2012 ~ 2014 KT 37164, 9%
<ilEel vEY= EdY RUEE, vEY=A
2 Alz=E g, E5A<l, SDN/NFV



= 25-28-02-02 KNOM Review "25-02 Vol.28 No.02
https://doi.org/10.22670/knom.2025.28.2.13

QJEFo)9} AXlAA ] Z|HkgE AT Ql UEY A
A}EgA 24

N

A, A" g, ol

An Effective Network Intrusion Detection Model based on
External Attention and Residual Connections
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ABSTRACT

With the increasing demand for computer networks and networking technologies, the attack surface exposed to
malicious threats has naturally expanded, leading to a steady rise in such attacks. Consequently, intrusion
detection technologies within networks have become increasingly important as a core component of cybersecurity.
However, from the perspective of information security, as the payload of traffic becomes encrypted, the analysis
of malicious traffic by network devices has become limited, thereby making intrusion detection even more
challenging. Since the application of deep learning to data-driven network intrusion detection, the computational
complexity of deep learning models has been continuously raised as a concern. In this study, we propose an
effective intrusion detection model that sequentially leverages external attention structures and residual connections
—mechanistic advancements targeting the self-attention mechanism of transformer models, which inherently possess
quadratic computational complexity. Using the latest UKM-IDS20 dataset to evaluate the performance of the
proposed model, we achieved an exceptionally strong result, with a false detection rate of only 0.24%.
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Analysis of the Impact of Client Computing Capability
on ABR Algorithm Behaviors in Volumetric Video Streaming
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ABSTRACT

With the recent advancements in immersive media technology, efficient transmission technology that can
smoothly provide large amounts of volumetric data is becoming increasingly important. Conventional video
streaming systems have employed bandwidth- or buffer-based adaptive bitrate algorithms to cope with network
fluctuations. However, in volumetric video streaming, which involves compute-intensive tasks such as decoding
and rendering, streaming quality may degrade due to limited computing capability, even with sufficient network
bandwidth. This study analyzes the impact of client computing capability on the Adaptation behavior of ABR
algorithms and streaming quality in a volumetric video streaming system. We implemented a DASH-based
volumetric video streaming system to evaluate ABR algorithms across diverse device and network conditions. We
highlight the necessity for adaptive streaming strategies that consider client performance and volumetric video

characteristics along with network metrics.
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Table 1. Point cloud information with different quality
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Quality Avg. # Avg. Size Mbps
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2 233,525 474 1192.28
3 333,608 7.09 1783.29

E 2. cqa =2 1; ;q]zl-;] io]E ELE]_’_E_ ;(-]E (o]_x _'_)
Table 2. Point cloud information with different quality
(After Compression)

Quality Avg. # Avg. Size Mbps
Level | of Points (MB) @30Hz
0 33,360 0.20 50.30
1 133,443 0.72 179.98
2 233,525 1.20 301.19
3 333,608 1.66 418.49




2) SefelddE
2adEeEg] ogake] ALy AEmjvE 93t
DASH ZJepldEE ythoni T&sleict
AaHE o gg2e vz dojglos TAE=
Zefe|lEe] Fo]zee —% '3‘7“—& eJ3tr] 9
3 asyncio(Python W#), aiohttp (15)<}
e I S ”‘—iE] ZRAAE ARSI
o} tEE WHe =Zr]= 15%(450 ZHY=E
ARl =9 tZds 9s1A= DracoPy
] el dHis 984 Open3D
] lolBEEE AMgEIIh

1) HZEME 74

o] ZAFE Asol wE ABR daE|Ee] A
o] 5 A3 H8f A& e sh=dle] AlRkS 7
2 o] Bl hibe)] AlxElS Adx|3lgic)
- s A (Z4%5): AMD Ryzen 9 7900 CPU,
RTX 5080 GPU, 64GB RAM
- w2t B (AA4%5): Intel Xeon(R) Silver 4125R
CPU, Quadro RTX 5000 GPU, 64GB RAM

¥ 32 o wEelx] wA" S AMske A
<+ glolzefel HAL] A2 A(FPS)S HolErh

E 3. 7+ F44 =] A A5 (FPS)
Table 3. Processing performance of each device by
quality level (EPS)

Quality Device A Device B
Level (High-end) (Low-end)
0 29.36 29.06
1 29.64 26.88
2 27.30 19.47
3 26.99 15.00

AE e dAAS Hd B dTelAe
Docker [16] 7[Qte] 7Mks}l #1738 o] 4sidc) =t
ke An, FeolddE, UES=A olEdHelEE
2% =315 Docker ZE|o|LE o83 g3t
Baueg] oxke] wllrs]e s|=z]~(Headless) =

o

T2 o]FojFoen] 2]5~2 TC (Traffic Control)
freelelE o]4-3l Docker VIEH A Wellx] Z2}o]
olEe] 4l PjdEe Aofsigick

%"a@l 73578 H~oﬂ w2 ABR «we|&e] z
= BH3] SlEl F 7] vESE ARl eE

- AYElL 1 (3 dESNS): HY9ES 1GbpsE
aAsle] mE FAO BRHED] ks AT
o

- AYElL 2 (B4 UESS): BFHET <Ak
3 W =S 383l (600Mbps, 400Mbps,
200Mbps, 100Mbps)<] 1‘41045‘-,5% (5%, 5%, 5%, 10
%) F71& dbEshs Adel s stk

-
o
o
=}

1000

Bandwidth (Mbps)
o
o
o

@
=]
o

0 20 40 60 80 100 120
Time (s)

T8 2. Avele 1 (3 dEE)
Fig. 2. Scenario 1 (Stable Network)

800

600
400
200

(o]

Bandwidth (Mbps)

0 20 40 60 80 100 120
Time (s)

22 3. Adele 2 (54 vEe=)
Fig. 3. Scenario 2 (Dynamic Network)

wel Al =Sl Adele, ABR el
&zl £ 12714 A%l el 4P Fas
Ak 2 ARelE BE A A7l 60231

1800 =% ERFWEZ A& /A AAE
Gt AxE Atk & dtelxe e v|E
o] E(Average Bitrate), H Z#H Y E-E(Average
FPS), % A4} A]7KTotal Playback Time))e] = Al
7 e AxRE SRk B vEHeEE
ABR are|ge] Ad€gh AlaHES] it s 5
5 vERAch Ha ZHe] SEe AlA eiv]Es
25 =4 ’*i 30 FPS2| 91 Ik} vlwds
o W o5 HojErh F A AR 1800 X

_‘1

21



KNOM Review ’25-02 Vol.28 No.02

E 4. AH UEAZ BAelA T el wE ~E2R] F4

Table 4. Streaming quality by device capability under stable network conditions

ABR Device Bitrate (Mbps) FPS Total Playback Time (s)
Throughput High-end 41454 2713 66.38
—based Low-end 414.54 16.40 109.82
High-end 368.24 27.74 64.92
Buffer-based
Low-end 366.28 17.38 103.62
. High-end 368.24 27.88 64.60
Hybrid
Low-end 366.28 17.64 102.11

E 5. 54 VENZ B0l B el mE 2eely 4

Table 5. Streaming quality by device capability under dynamic network conditions

ABR Device Bitrate (Mbps) FPS Total Playback Time (s)
Throughput High-end 210.48 28.30 63.64
—based Low-end 191.00 23.73 7591
High-end 253.08 28.37 63.48
Buffer-based Low-end 299.01 20.35 83.49
. High-end 181.33 28.90 62.32
Hybrid
Low-end 167.39 24.63 73.13
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A Data Provenance System Ensuring Data Integrity and
Access Control in End - Fog - Cloud Environments

Taemo Bae®, Jiwon Bang’, Hyang-Hee Hwang™, Mi-Jung Choi’
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ABSTRACT

The Internet of Things (IoT) has evolved by integrating cloud computing to overcome limited computational
and storage resources. However, physical distance still causes network latency and limits real-time processing. To
address this, fog computing was introduced as an intermediate layer, forming the End - Fog - Cloud architecture.
Yet conventional security mechanisms remain unsuitable because of IoT device constraints, persistent reliance on
Cloud Service Providers (CSPs). Consequently, existing approaches fail to guarantee data integrity and access
control across all layers. This paper proposes a unified data-provenance-based security system that protects the
entire End -Fog -Cloud environment. The system ensures data integrity through blockchain-anchored log
provenance and enforces access control wusing DID (Decentralized Identifier) and VC/VP (Verifiable
Credential/Verifiable Presentation)-based identity verification. Finally, we experimentally verify that the proposed

system effectively detects and mitigates major security threats using the STRIDE threat model.
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Research X k Provenance Support Considered Layers
Mechanism Mechanism
. . . . . Edge-Cloud
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[17] . . (Fog layer largely not
IPFS/DHT relational DB (Blockchain Ledger) .
considered)
X L . Context-sensitive
[18] Policy violation prevention Not supported End - Fog
access control
. End - Cloud
Security metadata - based X .
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integrity event detection .
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. . Watermark-based End - Multi-hop - Gateway
[20] hop-by-hop integrity Not supported . . .
L lightweight provenance (Cloud not included)
verification
Blockchain + Merkle Tree + Log-based data
Ours DID, VC/VP End - Fog-Cloud
Data Provenance provenance
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Layer Components Primary Role Key Functions
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WebDAV-based data
Cloud ownCloud Original data storage put/get/remove/modify,
Returning data upon Fog requests
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Table 3. Countermeasures of the Proposed System based on the STRIDE Threat Model

STRIDE Category

Threat Definition

Proposed Countermeasures

An attacker attempts unauthorized access using a

Spoofing VP signature verification
forged VP.
(1) A CSP arbitrarily modifies or deletes cloud . .
dat (1) Blockchain anchoring and
ata.
Tampering . auditing
(2) An attacker modifies or deletes log data . . .
(2) Log chain verification
recorded on the Fog node.
e A legitimate user with modification privileges .
Repudiation . . . Data provenance backtracking
denies having performed an action.
Information An attacker attempts to steal data by sniffing Public key-based encrypted
Disclosure network packets in the End - Fog segment. transmission

Denial of Service

An attacker attempts to flood the system with

requests containing invalid signatures.

Preemptive blocking mechanism

Elevation of Privilege

A user with only read permissions attempts to
modify or delete data.

Session token-based access control
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ABSTRACT

Stablecoins based on blockchain technology have established themselves as a core infrastructure that resolves
the volatility issues of digital assets and bridges decentralized finance (DeFi) with traditional finance. Recently,
the utility of stablecoins has rapidly expanded across payments, remittances, and financial products. However, as
existing studies have predominantly focused on macroeconomic impacts or monetary policy implications, there
remains a lack of systematic analysis regarding the technical entities that guarantee the stability and reliability of
stablecoins. This paper defines stablecoins as complex systems and proposes a new analytical framework to
dissect them from a technical perspective. The proposed framework consists of a 4-Layer Architecture defining
the system’s static structure and a 5-Stage Lifecycle describing its dynamic operational flow. By applying this
framework, this study provides examples of analyzing key technical trade-offs that occur throughout the stablecoin
ecosystem. Furthermore, this paper explores the potential of stablecoins as a programmable currency that goes
beyond a simple store of value. It discusses their applications in cross-border remittances and B2B payments, the

advancement of specialized industries through KRW-based models, and the realization of the Machine Economy

driven by Al agents.
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