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ABSTRACT

The Internet of Things (IoT) has evolved by integrating cloud computing to overcome limited computational
and storage resources. However, physical distance still causes network latency and limits real-time processing. To
address this, fog computing was introduced as an intermediate layer, forming the End - Fog - Cloud architecture.
Yet conventional security mechanisms remain unsuitable because of IoT device constraints, persistent reliance on
Cloud Service Providers (CSPs). Consequently, existing approaches fail to guarantee data integrity and access
control across all layers. This paper proposes a unified data-provenance-based security system that protects the
entire End -Fog -Cloud environment. The system ensures data integrity through blockchain-anchored log
provenance and enforces access control wusing DID (Decentralized Identifier) and VC/VP (Verifiable
Credential/Verifiable Presentation)-based identity verification. Finally, we experimentally verify that the proposed

system effectively detects and mitigates major security threats using the STRIDE threat model.
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. . . . . Edge-Cloud
Blockchain-based integrity, Blockchain + Data Confidence
[17] . . (Fog layer largely not
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[18] Policy violation prevention Not supported End - Fog
access control
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Data Provenance provenance

54




End-Fog-Cloud 37l wlo]e] F-AA 7} A AlolE RASH= dlole] Z2nydx Alxs

2

£

olefe] Alg|Adw} FAA el ofH <k wH=A
£ kel gl 4 gl [20].

Faraj et al-< IoT W E$]=04] dlo]e] 7243
ZeH[HAg Sl gsh] 917k Al2~Rl]l ZIRC
ON=< Akl 712 ToT #44E e FM
ulti-hop) A% FAelx F7F ==r} dlolelE W
Z, AHAEAY AP A3E AlsitEie ol&
PA5l7] ofed A EAlgch wmal ZEhjd
dZ=s A3l FrleiM Ak 2= A
FEFE A7l 27t AgHeR FyRi o2
IoT AlAMol|A #3slE dozlth= st &
A|gkcl ZIRCON-2 ezl A5 sAsr] $sl
A7l Wioll Z2Rjds AHE ARIEHA] % zero
-watermarking WAl A-83hcl o] ¥ dlo]E]
A A TP A, ElQIeElE, A WS dolE]
A S 7HEe R I+ watermarkE AJAEE}L 1
% tamper-proof H|E$Z dlo]ejujo] el A7},
2t xe= 7S Al divie} watermark g Al
Absl] 92 watermarke} BlwE z1sglcth o] A
S B 7l Hx AR5 AR dudsie] H
ElE $7ellA 91z &7} 7hs st (210

7|1 AFEE 10T 3HAolA dHeole 24 A

Aels ®As] 918l vieket WS Absst
= EEAQl 7 F4A Aol A

A Al & 54 71l Agdch

[>

2, ofy

W o

=

o

¢ &
i
rO

-

Cloud Layer

Fog Layer

End Layer =
T;/ 1 N\ 1 7,-’/ I N\
el Y oY o

azl 3. Algk Axw F=
Fig. 3. Proposed system architecture

e A7 dHelsd APE Fraby| {3
Z2Aldx 7S A83lgict. 22 End, Fog,
Cloud ¥ &4 AlZe Algks 3vhs wegic]
gl dlole] F44, dlole] Zaxxdx, AT Ao
o Az <kelA] FRAHoR AlFshs AT
HE3)e) ofof] B =<tolAq+= End - Fog - Cloud
QA WSl Al A e wE sk A
S Ak, 71E dFele] Aol i 1] AHE

e
o,

I. AIAR MH

2 Zoll4= End -Fog -Cloud 3H73ell4 dlo]E]
TAAT AT AlelE BAS] $18 AlaEl A
EF AAgl ARtk AlaEle dlele] AJAE]
27}, A, W3] o2 A IS FaE =
g} olglgt s sule g dole] 52
FAsHs 21 7]k dloly Zzn|ds 7]
43t

I 32 Ak AlzEle] Al F2E JEpd
t} End AZ& IoT tlujo]xe} Alo]Ege]z 14
Fckh 10T tiulelzaaz A4, 7hlel Folld S48k

A%

°
=
B};LQA }\}.

il

tlolelE Alo|ESo]R AHEghl Ao|ESol=
A dolelE Welgst ek AWk ol F
335 33k F| Fog AToE ALt o]F &
o e e o o = = ~
f Identity \
1 Authentication 1
! I
................ | I
' I
| Log-based 1
| Data Provenance Merkle Tree |
\ 7’

Fog Computer

£ 45 [T

Blockchain
1 ,J/ I \ 1 = Gateway
g g
- «! -
L‘-' LG 0"- L‘-' 1% O 10T Device
Py cle

55



KNOM Review ’25-02 Vol.28 No.02

3 tiulelxe] RBEF il FHE Al]ESe]}
Hekglth Fog AlZolle B Alxgle] A 949l
Fog ==7} $X]3lt} Fog k=t ZE2A3 x=2
A8k, dlole] FEAdS RAS] $13 S
Aejgicl w3l oWl Er} WS Fog kv 2
IF 7|15, dA oIkt eE 2o odleld
o} dloJelE 22 wF Er|9} dolg] HEF Ey&
ARt AAE RFE AE AvtE ZEAES
0|83 E-ZAele] ¢JE=3kc) DID-VC/VP 7|dke]
Al Q15F B2 7k A AlolE 3%k HE
o] Fehv= 2B R[] dHeoly Fals FAE)

= 3w $e3tl Cloud AES = AR
YA Ea YR do|HE ARss e S

S

gt} A2 dlolel: Fog ktolld AAE o
o BEFAe 7158 FE AE ol8s FEA
HZo] 7hsslt

Aloksl= A]2~®lS End -Fog -Cloud % 7]
dlole] Az A Al 7aF AHT Alele} 2
7|\t dloje] Z2rda~g AL4gicl o]F F3
olg] &5 AulelA| ®hAE 4= gl 9] wWze} v
o7} A& Addltl End AES dHoleE 24
23lal Fog Ale-2 %, A% =21 ANE 93
th Cloud AES 3% dlolel & AR w3k &
EAIRle 7159 wE FEE &8s A do]
B FAAS A5 5 ook ol|E =5 3l
Aleksl= A]2~El-2 End - Fog -Cloud #d¢llA 4l
23 5 gl dlole e} A Al S Algdich

V. AlAg T8

E 2. End -Fog -Cloud A= & 89F

Table 2. End -Fog - Cloud Layer Implementation Summary

Normalized Data =
{Device ID, value, unit, ts}

f \
1

1
[t § !
5 ~ 1 2|3 !
ol _-_’ £ 8 DID-Based Sign & 1
L.'g‘/ 1 2 :
l :

) Cloud Computing

E FogNode

E] Gateway

oL
MK |oT Device

a2l 4. End AE 78 7=
Fig. 4. End layer
architecture

Implementation

>
5
ol o
of
)

t}. ¥ 2+ End -Fog -Cloud -3ollA]

1S Aedck oF Hellx=
T RS UIEeR A4 AFe FAAQ 7 At
A3s sl duditt vl wE Al A

7} @A Eabslex] B2 Adwglc)

4.1 End AHE +8

End AZ2 dlelele] A HAee] A%
7HAH, 2™ 48} Fo] FRgth A S4E IoT
tluto] o} Alo]ESo] R A F A S84
DID 7lub <Q1%S &gs] delelE s
Azlghe}. oT tuelxs AU shEls
dolels FAsla o5 AlP|ESe]lR gk
AolEflel= FAlEl dlolelE: He3dct o]F
el ID, A g, w8, Ela"=Z guH=
Aatsls Al3gel olidt AAE] HAE Fa

Layer Components Primary Role Key Functions
. . . Data collection, Filtering, Normalization,
End IoT Device, Gateway Data collection, Preprocessing .
Encryption
DID, VC/VP verification,
Session token issuance,
Authentication, Log generation,
Fog Fog Node Access control, Maintaining an Ethereum node,
Data provenance Merkle root computation & Blockchain
anchoring,
Cloud interaction
WebDAV-based data
Cloud ownCloud Original data storage put/get/remove/modify,
Returning data upon Fog requests

56



End-Fog-Cloud 317 <ll4] dlo]e] 243 A AlolE BAshE dofe] Zzujus Alxg)

HolEE o]7]F FHeME dHH F2E
ek dlolele WA oT tluje]xe DIDoﬂ
&3k AI7IE AHEe]  delee]  EA<t
FAAe] RAEILE o]F Fog x=2 DID Al
= PR g3t ¥ Fog AFSE
ALEl Fog =& 7] 719b A% #HZEL
53l dlelee] FAAY EAHE Elsla, AR
Nl71= Hlele & H33gich

4.2 Fog A& +H

Fog AlZelx= ARkl Al2=€le] @4l Fog
vt 32 2 Aoxe wE ERE o]EA
THIEAE A} o]F Za 7|Hb dHol
ZEHldxe] FEe dis] AWl riRTeR
Fog =7} F3sh= Al 52k 7]&gch

4.2.1 HF E2| +9

B ol AlgksRs Azl 2 7] dle]
B Zzndso] 9 WEE wxE| fd wE =
25 83l Fog ko] A7 H3le} EE5A4

VAR VISE el delel $4 23 A
& shEshl Z7MA71A ek Wsleld 303 )
o) M2 =e) AP Xi%ﬁ}aiu}. Fog el
303 F7)% 27 delejst AE deleE 27t
=7 wE =2ls} dels] M2 =elw Al

r

3 _J.ETE_— l_:"_xﬂ-(-;}_oq A 7H§_ I Hl—/U_CL o]-&
gt o]FA ol MF Ere] FE SAE 2wt
E AEHMEE o]43) Ethereumel| *A3lc) B+
Hol|4& Ethereum Sepolia Testnet2- AR8-gkc} A
e o, FE FAE 27] 918 Fog xE=+= Hash
IDE AA%}. Hash IDE D]u}o]* ID, % A=
AL 3 F = A]ﬂ a8l RE FAe] FRZ
wAd S mkETh FE 849 ZEE dlele &
Ez]Ql 7%, data, 22 MF EQ AF, logE
7155y, ~mtE AEHES 5284 Hash IDE
dEsh sl Alzkell 7156 tiule]~ DO wE
EfE &4 o] 2 4 ik

4.2.2 27 7|¢t tjojg] Z2H[AA 7H

Fog =+= dlo[ele] A4, A oY, Wt 3}
JE5S 2 7|E3) 29 AR FxE= a3
59} Ztr}l event_idv 7 219 If Frelth

1

‘ {event_id, event_type, actor, action, object_id, session_hash, data, data_hash, ts, curr_hash, prev_hash} ‘

i‘.

J

’ {event_id, event_type, actor, action, object_id, session_hash, data, data_hash, ts, curr_hash, prev_hash} ‘

i

J

e -< ’ {event_id, event_type, actor, action, object_id, session_hash, data, data_hash, ts, curr_hash, prev_hash} ‘

|

J

’ {event_id, event_type, actor, action, object_id, session_hash, data, data_hash, ts, curr_hash, prev_| hash} ‘

i

’ {event_id, event_type, actor, action, object_id, session_hash, data, data_hash, ts, curr_hash, prev_hash}
1

i}

-

Merkle Tree

O8] 5. 2 7]k dole] Zanjds
Fig. 5. Log-based data provenance

Ethereum

Tail Log

57



KNOM Review ’25-02 Vol.28 No.02

event_type-> "IAIA8] §-8E, actor= o[WIEE W
A7) AAE 7]Z3) actionS event_type©l|4]2]
A =S AR object_id oW Tulo] o
A o= Azl AAJElL dlolE|RIA] APEEl] Q)%
gtk device_telld 20254 119 19 134] 5%
30zl  AAE dlelee]  AS-
device_1:2025-11-01 13:05:30°] Xt}
= AT Alolell ARE A B

object_id+=
session_hash

A4 gelek

L

datax= PFog W*t2 AHddE YE o] colw
data_hashi= data®] F24S HAEs] <8k a4
olth s Zavl J=EE ALE J)=3)

curr_hash+= ald Z79] &jA] gkolw, prev_hash+=
A 2739] A FFe 7153k

NER 2aEe §wEsl BAHAE o He
=, B Asde 29 Hely $A4E ugs)
A kool Aele SRk Fog k=i 4
259 308 HoR v selz AU ol
3 AxE FE HAE AvlE AEPEES T3
2Eaele] ARk Agkshs AlzEe Folde

[e]

2 712d 2ass
ANE 2= s

)

=
#2757 FE A

Ezr} A=

223 whe] glrh ol& Hskslr]
ol|4+= curr_hash®} prev_hashS
TEE AR 54 2ot Wzl o)F
28] At QAR Bdxs =k
3 Wx A} shssieh aeu o]| xe
= wAZE slek Al Ag- 7155 Head 2719
2 E27h AAE] A mAel] 7158 Tail 201
7F BeEA] etk olF didsk] Sla) 2 =l
1= Head 2719} Tail 2719 34 7%
Aedes Za LEA9le] AAEHL Azxloz
Head®} Tail 217} Wzsclgle B24 9l A=A
5l iAo} dxgomy skHgk 7A5e] 7lssliAIck

o
>

~n}E

4.2.3 Fog = &% 78

Fog xrto| AA 522 18 63 Zth A-84}
Ao Eglol= Ak
msg_typedt Wl ElolElE xE3sle] HolRES
AL, ol AR Aol 2EE TCPE 54 Fog
2 AHgrl Fog kfie AN Ho|2=F
I}A)(Parsing) 311 msg_typeS A3}, o]of| we}

- = [e]
e 84 BAL

2 ulas) 2a5e] WEsA dgheA ASHoR A
Az chest o] #7] Azl Falgh
AQFHs upl e Fr|dom AMEE w2 Eg 2 AR, msg_typee]| datadl 7%, Fog k&
Ho]2= o] device_id®} EFIARIZE AR
® e -~\\|
ﬂ > —— || Payload msg_type I
Payload | | T— Analysis
g oAt I
tdh-—"| o
Fi= | | | |
msg_type = msg _type = msg_type = msg_type =
) data identity cloud_access audit
Fogitions Payload Paylan!
4 Analysis Analysis
€ Ethereum v Payload
il v Analysis
E Gateway SO-minutePatch Using Veramo
processing
°
w User =
reate ;
ol . Merkle Tree Using WebDav3
tdib~ |oT Device
cls
1
]

V Veramo Mo

R

‘is'. ownCloud

T2l 6. Fog x= %2t

Fig. 6. Fog Node Processing

58

g



End-Fog-Cloud 317 <ll4] dlo]e] 243 A AlolE BAshE dofe] Zzujus Alxg)

olF, dlelele] &4 U A A& Ak &
A= dlelel= 302 =$IE wiX|(Batch) *2]=H,
Fog Xt 3l F7] & 4% dole]o] i3
2 EfE A WE B FE &4 &
o], ~rtE FAEHES F3 EFAUd 7153}
F WAZ, identity 3> Fog ==} A1 4l
= 2 AT Al 2gS Y} Fog R ¥
2Z Y action ZEE 23 VP ZHE A BEE
15 5 A5 6 S sk B Ande
AP =4l Veramo [19]=
83t} Fog X=E+= Veramo AHE -5t} o]
+ HTTP APIE &3l A1 1% 2 A< Aol 2%
2 2RSSl
AHAZ, cloud_access &3-S et #%
dloJefel] ozt ATS A|ogttl action L=l
A F2te] WAl 52 F /AR, get
dlole] 3], put> #%, removet AMA,
modify= 45 A3}l Fog ==v 9 84
S 7153 ¥, Python 2}e]Hz{2]2]l webdav3E ©]
83l°] WebDAV APIE 53l ownCloude} 5zt
43t
WA 2 msg_type] audit] 9= AR}
CSPe] dlefe] ¢-Wx, 1o A 5 FANSE
oilste] dlele] 74X FHETE 8= A4S
Aejgltl Fog ki & Hol2=gE Alsh,
FEhsd A" oAl A7k dHeolEE 7R
H HE By AR & FE AAE durh ol f

Ethereumol] 7]12% FE A= v|ws] 2dx]7}

o

T

=
o
N
<
Q
<
la~]
)
z
I

Mo rlr M

= ARRe] 2o dHelElE deom gL
& Eol ARF 24 Azl 20251 1049 30
12:00:00°]19, <JAl=lE dolel7} 20254 109 28
o 12:004E] 13:007}4]9] FZtolebd, Fog ==+
7 oA Aol 23 dlole¥E 109 28U
12:007H4] &2 o2 BRlgic) o] Aol 21
o 23kl object_id7} A4 AEALE A8
Fepgmell AAE R dolHES  o]&alA
cloud_object_id& "= ¥, 21 d|o|e]E Hulgke
2 s s dlelele] sk A /)=
® 232 2er)h Axs= object_idE WA,
2o 7155 lge] Zeor, 3 dole= 9]
27 =HA oS dolEgt  Zeltk spA|R
cloud_object_id¢} €*]3= object_idE 2= 4= ¢l
A, ZAokgel= 239] data F-ET AlA] 2

»
o ST

E m ownCloud

Fog Node
CeJ

\
device_id 1
L date :
L_hour |

|

1

I
|
[}
i
(

|—datefhourﬁminfdatajsonl.gz X

2! 7. Cloud A +d
Fig. 7. Cloud layer Implementation

ol AR wlelert #UA7E AR o=
CSP7} HeleE 7o WEg At AAIdck=
Solek o3 #ge F3l wlolE FAA Sl

7¥sstek.

4.3 Cloud #AiE ¥4

Cloud A% & dloleE AAs] S& &
g AFHe] TRk B =elA Ak
A|2~8l& ownCloudE AHE3sle] & 73 o] F
A3tk ownCloud= T+ A, ARAL W=, 5
713} 7158 AFshe LELss FESE ~EEH|
ZeEo]tl. ownCloud= WebDAV 7[HE] HF3
H olejFo]~E AlF3tl o]E5 Edl Fog k=t
AAbae] gk 23], 27, AA, A 8AE A
3 318 4  9Jt}l. ownCloud:= Docker
Compose & ©]&3 FAIslAct ownCloud ZE]o]
= MariaDB, Redis, Apache 53} 37| =F53lc).
ol T3l Al ~EEA] 37 dloly] ]
7} 7¥Fs3kc)l. Fog =+ Python®] webdav3 =}9]
Hzi2]E 3l ownCloud®] WebDAV API®} 24
3 Argsle, dole] fEHS Al A==
dloeli= tinto|d R A E R A AR o2
ek e F2= device_id/ 2 A7l
ol ez PAECh 2o gk JAZ, device_1
oA 2025W 1149 19, 134] 30l $4% 74,
device_1/2025-11-01/13/30/2025-11-01_13_data.jsonl
gz9} o] ARk olefdt 725 T3l A7k
A= dleleE =gk

4.4 Nag| S5t
2 A Aljkshe Ade] AAdel Bk

Andtt 2k F ME 55 A AR

59



KNOM Review ’25-02 Vol.28 No.02

aE]la g IRew  FEELh 7 wake
End -Fog -Cloud 34 A= & 1A
Tt dlelelE
A=Al g AR BofEr

A WAZ 55 whAle 2% 89 2 3ES
7Rl 52 wAE IoT tulel2} AR}
Al zglel|  FHealr] 9ls]l Fog kEEAE AT
HEs F53ke Aot 55 FA= F A
7BRZ, deole]  AAzll IoT  t©lHlelX,  IoT
tlufo]~E 4§ 29l [oT tlulo]x 454} z8]a
3% delHE  ARgske dHele  AREAIE
Rl 55 Ak A9 el wel o)
Zo] Fa e}, WA JoT tinlo] Axfrxie} wlolE
AR AN 71, 2% 1 5 AEE g ol
7|3l 2118 DIDE AlEdl] VCE ieth
olF, 53 VCES I3l ARile] AHwgh
Hehs 7k ARARlE SHEe VPE AL
vh, JoT tiule]~e] A%, Alx e 27| A%
o4 DID®} VP7} ROMel|l A#AH Atz
=85k A FAE A" veE X3S
msg_type®] identityq] o] Z =5 Fogell Al&3lH,
Fog XxTi VPY /IS AFskl 730l
Agebd &g FAY A3 Rsle A
EZE Al iR olF AEke BE
Ho|Reod]  FAle EEe A EES
sl zFPgo2H, WHEZQl DID HEE I
2o glo] AMle] ARdel] HlEl AREARICRE
EgHow AF3rh AIHow E AxEE VP
ke A4l Q15F Al BE 7] AT AlelE
Agsted T e deoly  7|dAds
HAgh

F Wldlle A AR 10T tule|zelA 4313
dolel7}  Alo|Ege]2}  Fog k=& A

| f

Government, User Fog Node

Company, etc.
' 2. VP Generation

3. Payload {msg_type = identity, VP}

4. VP Generation ‘

5. Session Token Issuance

f4g0]  od g%

oL

[t VR g}

1.VC Issuance

a2l 8. 5% I &%
Fig 8. Registration Flow

60

FEo A A== #AAelrk ZEL
a8 99} ) WA IoT tiujelxi= AlA, 7wz}
5 Bejd 2B A% HolHE Alo|Ege|=
gl Ale]ESlels  dHelHEs: ™A
A AX AA2E I o|F gmIE
T3t 5 IoT tluje]zr) Alde)] Hgg EZS
Z3F5le] Fog =2 A3t} Fog ktv AlE

ES
Ho]Z 2] msg_type®] datadlA|E  Feldla,
3 A EES fEAS A5l AHFol

=

stg= A vk dlelelEs oAl AHAEHH,
o]zt &S = 7]2sle] AAEL  Fog
FEE 304 VIR AE dHelgd Ha wE
EZE A3l FE AE Ethereumol|
HdRed olF Fal deld FEAS #usla,
ghzslEl i dHolele FERE aEEA
|7zt

Al Al AR SR, 10T vupelx Al
dlele] ARgAlF 18]a o} 10T tlule]zrt 4l%l
dofefel]l AIsk= S Akl a9 10
AR JAY] B8-S wolFErh doly AHEE
Isl= FAlE msg_type=  cloud_accessZ
A3k, aEkaat sk 53 get, put, remove,
modifyE actionoll A&l o]F ATl uA}l sh=
dloJele] AR, tule]~ ID, FHE Ixie}l A7k
o= HAE delr=E A A EES
S Fog xxol A&sicl 948 4413 Fog
res de|Reet A & A EES A5
SAApe] AlAE Eqlglh
Aol et dAgs A . e S0l IoT
tuto] s Afirbs dlole Z3(Ge)dt ohzh
7 Put), AHAl(Remove), G (Modify)oll gk
2 3 Agle] Hoidoth wby, dlolE] ARSAL=
2& dlole] Z3|(Get) HgHto] 383l Fog

O:

o,
S
il

3)

) B -

loT Device Gateway FogNode Cloud

Computing
1. Data Send
D 2. Preprocessing

3. Payload
{msg type = data, data}

4. Log Recording C
5. Data Provenance
Processing D

(Every 30 Minutes)

(«

6. Data Store

J8 9. A oA 5%
Fig. 9. Save Flow



End-Fog-Cloud 317 <ll4] dlo]e] 243 A AlolE BAshE dofe] Zzujus Alxg)

(@)

] -

Io Cloud
Fog Node
Device US** 8 Computing

1. Payload
{msg_type =cloud_access, action}

2. Payload Check

3. Cloud Access

'AA Log Recording

gl 10. AR 24 5%
Fig. 10. Usage Flow

A Ak

upx|Ete 2 ZRAL el [T tlule]xs At
ApaLe) ol o] AE Blolelh MasA 9
Sh=AlE Blshs Hgoz T3 113 Be 58
o= ET AHEARE RS A4 2
7 msg_type= audit>Z dAsl] JA=EE= A%
T2 Z7 H0)|REFE Fog k=2 AEgh
Fog k== A B A5S A8 F, dol==
of ®AlE AZie] 1 dHeoleE ZEhsellA]
el ol T 77k dHelelE ke W
2 E2lE AAEe] FE siAE ARlEEk Fog
== o] & Ethereumol 7153 s A|7ll<]

FE At nlaghe}. 7 glo] dAsks A5 o]

e

A

F 3. STRIDE $I3 =dd Agt A28 o

v
Cloud
Fog Node Ethereum
Ussr & Computing

1. Payload
I 2. Payload Check

{msg_type = audit}
3. Get Data

4. Construct
Merkle Tree

5. Get Root Hash
6. Root Hash
Compare
7. Data Provenance
Check

38 11, A e 58
Fig. 11. Audit Processing

(=)

B} masA) ished Sl 4 ik Wl o
A o] oFE 7%, AR dlole] Zempiag =
)8t} Fog el A9 s dlolele) wxjet
2% ol ojmA| o] ofwA WAHEA
Felgich

ol

Ry
o
m
ES
o
als
o
a
2]
oy
Q
e}
ek
ot
m .
et
4
)
(o
A
1
o
o

3]
s e M BR olgesish B

Table 3. Countermeasures of the Proposed System based on the STRIDE Threat Model

STRIDE Category

Threat Definition

Proposed Countermeasures

An attacker attempts unauthorized access using a

Spoofing VP signature verification
forged VP.
(1) A CSP arbitrarily modifies or deletes cloud . .
dat (1) Blockchain anchoring and
ata.
Tampering . auditing
(2) An attacker modifies or deletes log data . . .
(2) Log chain verification
recorded on the Fog node.
e A legitimate user with modification privileges .
Repudiation . . . Data provenance backtracking
denies having performed an action.
Information An attacker attempts to steal data by sniffing Public key-based encrypted
Disclosure network packets in the End - Fog segment. transmission

Denial of Service

An attacker attempts to flood the system with

requests containing invalid signatures.

Preemptive blocking mechanism

Elevation of Privilege

A user with only read permissions attempts to
modify or delete data.

Session token-based access control
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