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ABSTRACT

In modern network environments, encryption has made payload-based analysis increasingly difficult,
highlighting the importance of behavioral traffic analysis that leverages the statistical characteristics of sessions
and packets. This study proposes a dual CNN-based behavioral analysis framework that jointly learns the
structural and temporal patterns of WeChat traffic. To address the limitations of session-level analysis, a new
concept called the “Packet Bundle” is introduced to quantitatively analyze temporal variations within sessions and
effectively distinguish similar behaviors such as Chat and File Transfer. The proposed model combines a
session-level 2D CNN with a packet-bundle-level 1D CNN to classify Voice, Video, Chat/File Transfer, and
Others sessions with high accuracy, achieving an average classification accuracy of 97% for the 1D CNN.
Furthermore, comparable results obtained on a WhatsApp, KakaoTalk dataset demonstrate the generalizability and
practicality of the proposed approach. This study presents an efficient analysis framework capable of fine-grained
behavior recognition in encrypted environments through packet-bundle-based spatio-temporal feature learning.
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