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ABSTRACT

With the increasing demand for computer networks and networking technologies, the attack surface exposed to
malicious threats has naturally expanded, leading to a steady rise in such attacks. Consequently, intrusion
detection technologies within networks have become increasingly important as a core component of cybersecurity.
However, from the perspective of information security, as the payload of traffic becomes encrypted, the analysis
of malicious traffic by network devices has become limited, thereby making intrusion detection even more
challenging. Since the application of deep learning to data-driven network intrusion detection, the computational
complexity of deep learning models has been continuously raised as a concern. In this study, we propose an
effective intrusion detection model that sequentially leverages external attention structures and residual connections
—mechanistic advancements targeting the self-attention mechanism of transformer models, which inherently possess
quadratic computational complexity. Using the latest UKM-IDS20 dataset to evaluate the performance of the
proposed model, we achieved an exceptionally strong result, with a false detection rate of only 0.24%.
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