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ABSTRACT

This paper presents a platform for service assurance with Quality of Service (QoS) parameters. The services
are hosted at multiple OpenStack-based Cloud Instances. Services are shared between Instances of Clouds using
an Overlay network such as VXLAN or GENEVE tunneling. The overlay network is deployed and managed by
an Intent-based Networking Application (IBN). Communication between source and destination is intelligently
controlled with Machine Learning (ML) by selecting paths using SDN-Controller. IBN is deployed at
Trans-Eurasia Information Networking (TEIN) in South Korea, Pakistan, Cambodia, and Malaysia. Services such
as video services are hosted at Instances of Clouds with different QoS parameters such as HD, UHD, or SD. A
user submits an Intent in abstract form for a service request. IBN translates Intents into necessary network

configurations and deploys configurations over the underlying infrastructure for Intent Assurance. Services provided

by Cloud sometimes need to be shared with other Clouds to reduce latency and single points of failure.
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I. INTRODUCTION

One of the key capabilities of IBN is the

ability to monitor, identify and react in real time
to changing network conditions. This pertains to
network (and related applications and services)
provisioning and administration, as well as
proactively and autonomously managing change in
operational conditions.
To this end, in this paper, we apply IBN on
TEIN [1] to automate service deployment with
QoS assurance. It includes the computation of the
best path between nodes deployed at partner
countries, i.e., Korea, Pakistan, Malaysia, and
Cambodia, over the high-speed TEIN. The testbed
consists of 1) the IBN system, which is a
closed-loop application that automatically handles
the generation of policies to control the network,
2) Clouds deployed at each country that host
services, 3) a real-time monitoring system that
collects the overall network statistics, 4) an
ML-driven system that predicts link utilization and
computes the best path based on network statistics
provided by the monitoring system.

We propose intelligent communication between
Service requesting nodes (SRN) and Service

Providing nodes (SPN) in partner countries. The

Table 1. List of Nodes and their respective Equipment Details

II. RESEARCH BACKGROUND

Internet Engineering Task Force (IETF) defines an
Intent-Based Network (IBN) as “a network that
can be managed using intent” [2]. An Intent is “a
set of operational goals (that a network should
meet) and outcomes (that a network is supposed
to deliver), defined in a declarative manner
without specifying how to achieve or implement
them” [2]. In an IBN, a wuser provides a
networking requirement in an abstract manner that
does not contain any technical configurations. An
abstract networking requirement is called an
Intent. The IBN application itself decides the
necessary configurations for satisfying an Intent.
The IBN application executes commands on the
underlying network for deploying the decided
configurations. This process is called intent
assurance. An Intent can be any abstract network
requirement, e.g., a request for a video service for
which some network configurations are required,
such as network slicing. Another example of
Intent is “deploy tunnel from node A to node B.”
It is then the job of the IBN application to
translate the Intent into network configurations
based on some policy. Different IBNs are

developed for assurance of different types of

No. Nodes

Equipment to be Deployed Country

1 Jeju National University

Deployment of 1x Intelligent J-box | South Korea

2 KOREN-NOC Deployment of 1x Intelligent J-box | South Korea

3 University of Malaya Deployment of 1x Intelligent J-box | Malaysia

4 Institute of Technology of Cambodia (ITC) Deployment of 1x Intelligent J-box | Cambodia

5 Pakistan Education & Research Network Deployment of 1x Intelligent J-box | Pakistan
(PERN)

6 National Univ. of Science & Tech. (NUST) Deployment of 1x Intelligent J-box | Pakistan

7 Sarhad University of Science & IT (SUIT) Deployment of 1x Intelligent J-box | Pakistan

IBN system, including an intelligent J-box, will
be deployed at the Node of Jeju National
University, whereas one intelligent J-box will be
deployed at each Node of a partner country, as

mentioned in Table 1.

2

Intent. A study proposed network slicing in 5G
networks using Generative Adversarial Neural
Network (GAN) and IBN [3]. Another study
presented a generic Intent-based networking

platform for E2E network slice orchestration and
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lifecycle management using IBN and GNN (Graph
neural Network) [4]. Zeydan, Engin, and Yekta
Turk, in a study, provide a comprehensive survey
on IBN [5]

To leverage the advantages of virtualization Data
Centers have moved to Cloud [6]. Cloud provides
shared resources as a Service[7], such as Platform
as a Service (PaaS), Software as a Service
(SaaS), and Storage as a Service (Storage as a
Service)[8]. Cloud services sometimes need to be
shared with other Clouds to reduce latency and
single points of failure [9]. Cloud can only
communicate with another Cloud using an overlay
network such as VXLAN [10] or GENEVE
tunneling [11]. The overlay network between

Clouds must be managed for efficient
communication between Clouds. For this reason,
ML models can forecast the performance of the
network and Cloud. IBN takes network
management decisions such as path selection

based on ML results and provides input to an
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SDN Controller. Clouds communicate over the
path selected by IBN.

M. SYSTEM DESIGN

Fig. 1 shows the placement of nodes in partner
countries. At each Node, we can see OpenStack
Cloud that hosts services. Monitoring tools such
as PerfSonar and Node Exporter provide data to
Prometheus, a time series database (TSDB). A
Machine Learning Model provides input to the
IBN based on data obtained from monitoring
tools.

Fig. 1 shows a virtual overlay network topology
that provides network connectivity to the
OpenStack-based clouds at each site of a partner
country. We can see that IBN learns about the
network traffic on paths and Cloud Nodes. IBN
deploys all tunnels and decides an optimal route
for each destination. OpenStack-based Cloud is
deployed at geographically diverse locations. We
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have data or files at each site, such as video
services hosted at OpenStack nodes. This
IBN-based platform consists of the following main
components:

3.1 IBN

3.2 OpenStack-based Clouds

3.3 Overlay Network

3.4 SDN Controller

3.5 Monitoring tools

3.6 Machine Learning

3.1 IBN

The IBN application contains complete system
information and has a global view of the current
system status. The IBN application receives an
Intent, such as acquiring a service. With ML
input IBN learns the most optimal path to a
target node.

Once the overlay network sets the connectivity, a
service is provided by tunneling from source to
destination instances of Clouds. As shown in Fig.
2, the IBN Portal is used to submit user intents.
The IBN portal also contains information on
Services hosted at Cloud Sites and L2 tunnels
that form the overlay topology.

Initially, Intents are pending. The IBN Portal
shows all pending and assured Intents. The IBN
Portal shows each Service at each Node and site
of a country. It also provides interfaces for
adding new services. The IBN Portal shows every
tunnel between a source and a destination Cloud.

This portal also shows tunneling details, such as
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<
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bridges, ports, and remote IPs between SRN and
SPN, as shown in Fig. 2. L2 tunnels are
unidirectional, so for each SRN and SPN, two
tunnels are deployed for bi-directional
communications.

In addition, the IBN application ensures the
provision of a requested service to a user. A user
from any node from any partner country can
request Service at any other node in any other
partner country. IBN accepts user intent and
creates then deploys network configuration per
user Intent. User intent is a requirement, in
simple words, for certain complex network
configurations. For example, an intent can be a
user request for a service such as a video or a
VM with OpenStack. The IBN application has a
Catalog that contains information on Nodes, Links
between Nodes, Services at each Node, and
resources of each Node. The requested Service
can be a video or a VM with an OpenStack
deployment. The requested video can have
different qualities, such as HD or UHD. Nodes
that provide services have computing resources
such as CPU, Memory, and Storage.

3.2 OpenStack-based Clouds
Fig. 1 also shows tunnels created between nodes.
Note that any node can be an SRN or SPN.
Sometimes a node can be both SRN and SPN in
a scenario where the Node hosts a service but
also requires a service from another node. Every

Node at each partner country is an
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OpenStack-based [12] node, either a Control node
or Compute Node. This way, we have an
OpenStack Cloud in geographically diverse
locations. Services are hosted on instances at
OpenStack Compute nodes. Each Node also has
the Intelligent J-box deployed. An Intelligent
J-box has an OpenStack Cloud and monitoring

tools.

3.3 Overlay Network

Communication between Clouds 1is achieved
using an overlay network. The overlay network is
established by deploying L2 tunnels such as
VXLAN or GENEVE tunnels using default
bridges of Cloud’s Open Flow Virtual Switches
such as OVS or OVN[13]. An L2 tunnel is
unidirectional, and the tunnel must be deployed
from both directions. Fig. 3 shows a GENEVE
tunnel deployed on the default bridge br-ex of
OpenStack Cloud.

3.4 SDN Controller

Communication between a source and a
destination Cloud can take several paths. An SDN
controller such as RYU [14] connected to each
OVS of the Cloud can control traffic over a

selected path. The chosen path is provided to the
SDN-Controller by the IBN.

3.5 Monitoring Modules
The Monitoring module will monitor all the
network links and the Node’s CPU, Memory, and
Storage in real-time and provide input to the ML
module. A times series database (TSDB) such as

Prometheus [15] stores all data periodically.
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Grafana [16] is then used to visualize Prometheus
data. This data is then used for training Machine

Learning models.

3.6 Machine Learning
The ML module trains on data and predicts
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future resource utilization of each Node and the
best-forecasted path. IBN application is updated
with each Node’s total, utilized, and predicted
utilization of resources. For monitoring, Node
Exporter provides data fetched by Prometheus,
whereas Grafana is used for data visualization.
Two general types of ML methods can be
utilized for processing Cloud resources and link
data. Traditional ML algorithms such as K-Nearest
Neighbors, Support Vector Machines, and Random
Forests involve complex feature engineering.
Recent ML algorithms or deep learning algorithms
such as CNN and LSTM are based on end-to-end
learning with an intrinsic feature engineering
mechanism. The latter has greater learning
capabilities, provided it is fed with more training
data.

A further categorization of ML algorithms in the
context of resource orchestration by their
optimization objectives is as follows. ML-based
regression models can predict continuous output
by studying the relationship between production
and one or more input variables. To this end, it

can uncover the relations between different
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performance metrics. Classification algorithms
label data into different classes. They can be
useful in identifying key application components
or abnormal system behavior. Decision models
can be employed for decision-making in resource
provisioning by resolving the decision-making
process in identifying choices with maximized
cumulative rewards. Popular algorithms such as

model-free and model-based reinforcement learning

fall into this category. Time-series analysis
techniques are a useful ML tool for behavior
modeling of sequential data, including workload

arrival rates or resource utilization.

IV. Workflow

As depicted in the sequence diagrams of Fig. 4
and Fig. 5, a user requests the IBN application
for a service such as a VM with OpenStack
deployed. The IBN application decides the most
optimal Node for the requested Service. An
optimal node is a Node that provides the
requested Service with optimal resource utilization.
After that, the IBN application creates the
necessary network configurations to provide this
Service, such as tunneling between source to
destination Cloud or communication over a
selected path. In the end, the IBN application
deploys these network configurations on the
network.

The  proposed  system  deploys  network
configurations to provide a service to a user
based on a user Intent. The Service is provided
to the user from the most optimal Node. An
optimal node for a service request is decided
based on ML predictions by the IBN application.
This way, the proposed system intelligently

assures a user intent.

V. RESULTS

Fig. 6 shows the Horizon dashboard of two
OpenStack Clouds at Malaysia and South Korea.
Fig. 7 shows tunnel configuration of Cloud South
Korea and Cloud Malaysia. Fig. 8 shows
theoverlay network topology between all Clouds at
RYU SDN Controller. Each of the links shown
in the topology is a GENEVE tunnel. Each of
the virtual switch shown in topology is an Open
Virtual Switch of OpenSatck Cloud. The topology
of Cloud Nodes and GENEVE tunnels can be
made visible by setting the SDN-Controller as
the RYU to the bridge “br-ex” on which
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GENEVE tunnel is deployed. Once the
SDN-Controller is attached to the bridge br-ex

SDN Controller visualizes the overlay network Fig. 9. 22}t QB gjglulZor] Zepoc uteo]
topology, port numbers on which GENEVE Ao} QlEl o] a2~

tunnels are deployed as well as flow rules _ e e 2
deployed on each switch. The SDN-Controller can ot (LN b j
then control traffic between a source and
destination by adding flow rules accordingly.

Fig. 9 and Fig. 10 finally show connectivity
testing between an Instance of Cloud South Korea
and an Instance of Cloud Malaysia. Fig. 9 shows
an Instance in Cloud korea with IP
192.168.22.157, 10.20.20.194 can now access an
instance  in  Cloud  Malaysia  with IP Fig. 10. Zeks-= ukejo] Ao} QlAElx olx]~ dighalt
192.168.222.55, 10.20.20.20. Fig. 10 shows that
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VI. CONCLUSION

We aim to provide the Intent-Based Networking
(IBN) solution  for

networking, compute processing, and data sharing

provisioning  multiple

services to perform research and development.
As there are multiple service provisioning goals
and the utilized infrastructure is highly-distributed
where each Service has its requirements, it is
highly required to manage the network using an
advanced and simplified solution. Hence, we
propose to develop and implement a solution
through which we can orchestrate and control
services across highly distributed TEIN and
NRENs infrastructure. IBN system exposes a
simplified front-end web-based interface for a user
to request for the automated orchestration of
services across multi-site globally distributed
infrastructure. IBN wuses the wuser’s high-level
service context/ business goals and translates them

into low-level system configurations.
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A Study of Network Attack and Intrusion Detection Method
using Deep Learning
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ABSTRACT

For stable network management, it is important to detect and prevent network attacks (e.g., DoS/DDoS) or
abnormal traffic at an early stage. In this paper, we propose a method for detecting network attacks and intrusion
traffic based on a deep learning model which has a sequential structure such as Recurrent Neural Network (RNN)
and Transformer. To improve the classification performance, our proposed model uses the previous prediction to
feed the output of the previous time index to new input. And we propose a system design to apply the proposed
method to the real-world network environment. We evaluate our method through binary and multi-class
classifications by using three public datasets (NSL-KDD, UNSW-NB15, CICIDS 2017) which have different

features. Our model shows the improved F1 score 0.956, 0.938, and 0.997 in binary classification for the three

datasets, respectively.
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Model
Method NSL-KDD UNSW-NBI15 CICIDS 2017
Encoder Readout
SVM 0.6402 0.8391 0.9286
Random Forest 0.6527 0.8681 0.9858
Baseline XGBoost 0.6977 0.8650 0.9899
DNN 0.5453 0.8472 0.9198
R. Vinayakumar et. al [24] 0.8070 0.8200 0.9390
RNN 0.9253/0.9238/0.9338 | 0.9188/0.9167/0.9193 | 0.9825/0.9838/0.9812
Proposed Max / Mean / ) ;
(wioprevious | BiRNN | Max/Mean/| 0.9285/0.9364/0.9363 | 0.9206/0.9186/0.9224 | 0.9836/0.9841/0.9843
rediction) 3 ;
P Transformer 0.9223/0.9328/0.9267 | 0.9215/0.9197/0.9192 | 0.9889 /0.9880 /0.9890
RNN 0.9461/0.9403 / 0.9561 | 0.9274/0.9282/0.9287 | 0.9897/0.9888 / 0.9894
Proposed Max / Mean / )
(w/previous | BiRNN | Max/Mean 1 0.9552/0.9428 /09440 | 09279/0.9296/0.9377 | 0.9913/0.9905/0.9917
rediction s /
P ) | Transformer 0.9563 /0.9450/0.9551 | 0.9324/0.9316/0.9346 | 0.9952/0.9966 / 0.9955
a8 4. o)A & A% vl A3} (FI score)
Fig. 4. Results of performance comparison of binary classification (F1 score)
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Fig. b. Results of multi-class classification for NSL-KDD dataset (F1 score)
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Fig. 6. Results of multi-class classification for UNSW-NB15 dataset (F1 score)
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Training setting

Multi-class classification (w/ normal data)
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Label RNN Bi-RNN Transformer RNN Bi-RNN Transformer
(No. Record (Max / Mean (Max / Mean (Max / Mean (Max / Mean {Max / Mean {(Max / Mean
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DDesS (32,008) 0.998 / 1.0/ 0.998 LO/1.0/1.0 LO/ 1.0/ L0 LO/1.0/ 1.0 10710/ 1.0 L0/ 1.0/ 099

PortScan (39,918) 0.972/0.966 /0978 | 0.976/0972/0.979 | 0.984 /0978 /0.983 1.0/1.0/1L0 LO/LO/ 1.0 1.0/1.0/0998
Botnet (480) 0.636 /0.602 /0578 | 0.624/0.586/0.648 | 0.730/0.720/0.738 | 0.908/0.926/ 0918 | 0.948/0.922/0.948 | 0.928 /0.994/ 0935

0.990 /0990 /0.991 | 0.990/0.992/0.992
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Fig. 7. Results of multi-class classification for CICIDS 2017 dataset (F1 score)
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ABSTRACT

Due to its uniqueness, NFTs have been used to prove ownership, starting with collections, and have been used
for real assets beyond digital assets. Despite various incidents related to blockchain and cryptocurrency, the NFT
market is still large, and most of them are issued with Ethereum Blockchain. However, the high prices of some
NFTs have been a barrier that prevents users from easily entering the NFT market. The fractional NFT can solve
this problem. It divides a NFT into multiple pieces to lower the price of each piece and increase liquidity. For
this reason, NFT can be used in the form of fractional investment and fractional ownership certification. In this
paper, we present the fractional NFT technology, and analyze the minting method and its possible applications. In

addition, we introduce platforms on which fractional NFTs can be minted and traded.
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I 1. ERC-20 3<&
Table 1. ERC-20 Functions

Function Description

funct.ion totalSuppl.y() public AA] B2 2 wlE
view returns (uint256)
function balanceOf(address
_owner) public view returns
(uint256 balance)
function transferFrom(address
_from, address _to, uint256 = _from 2 ZY%E]| _toolAl
_value) public returns (bool @ _valueWg9] B %4

success)

_owner’} B3 BEZ
o kst

_spenderell Al g
AR B2
_valueRHF 1= &
e Ag §o

function approve(address
_spender, uint256 _value)
public returns (bool success)

2) ERC-721

ERC-721 NFTE 9|3t 3#F°=2 ERC-20°14]
et & gl 23 BEEES S8 wEeixich
ERC-721¢li= ERC-20°114] #A<|%l 3hpiint oz}
NFT®| Afd= 33 50| 79t & 2
£ ERC-721 Al AHo¥ < dH-5 43kt
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¥ 2. ERC-721 =&
Table 2. ERC-721 Functions

Function Description

function balanceOf(address owner7} B85} NFT

_owner) external view _
S g

returns (uint256)
function ownerOf(uint256

tokenldS- Z-+= NFTS
_tokenld) external view ~toxenide = 4

OO0 = H}-ﬁ]—
AT R
returns (address);

_from & ZHE] _tool|A|
_tokenld& Z+H= NFT
A%

_to7} 2mtE AEgEC]
TR A

function
safeTransferFrom(address
_from, address _to, uint256
_tokenld) external payable;
functi
unetion _from S 23E] _tol|A

transferFrom(address _from, =
( . _tokenldS- ZF= NFT

address _to, uint256

A
_tokenld) external payable;
function approve(address = _approvedel] _tokenld&
_approved, uint256 _tokenld)  Zk= NFT A% Hgh
external payable; Hod

function
setApprovalForAll(address
_operator, bool _approved)

_operatorel|lA] &<
A7t BAgE 2
NFTol| w3t dg d4

external,
function getApproved(uint256 _tokenldE Zk= NFT2]
_tokenId) external view Agks 4= BE T4
returns (address); Hist
function

_owner?] ®E NFT9
HA3kS- _operator”}
BApshaL $leA] #al

isApprovedForAll(address
_owner, address _operator)

external view returns (bool);

3) ERC-1155
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E 3. ERC-1155 35
Table 3. ERC-1155 Functions

Function Description
function balanceOf(address
_owner, uint256 _id)
external view returns
(uint256);
function
safeTransferFrom(address _from &2 3FE] _tool|A|
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2= BE S s

_id, uint256 _value, bytes
calldata _data) external,
function
safeBatchTransferFrom(addres
s _from, address _to, _from &2 3FE] _tool|A|
uint256[] calldata _ids,  _idsell slsle EEES
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external,
function
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_operator, bool _approved)
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AYAE BR3E BmE

external,

function
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_owner, address _operator)
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HA3kS- _operator”}
HAshaL 9le=A] 2l

external view returns (bool);
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ABSTRACT

GPUs have successfully accelerated general-purpose applications in recent times as they provide much higher
instruction throughput and memory bandwidth to applications from different domains. There remains however a
bottleneck in the performance of GPUs due to large memory latencies. Caches reduce off-chip memory traffic
however, managing caches is difficult. With the new residency control feature introduced in the Nvidia Ampere
architectures, users can now control how much data is resident in the cache. During co-executions of multiple
applications, the caveat however is to identify which application requires data persistence and by how much. In
this paper, we characterize workloads by throughput and data access frequencies and experiment with three
co-scheduling scenarios to determine persistent cache allocations for optimum performance. We observed that
when co-executing applications with different data accesses, L2 set-aside allocations should not be biased towards

applications with persistent data accesses.
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I. Introduction

Graphics Processing Units (GPUs) in
comparison to traditional CPUs, provide much
higher instruction throughput and memory
bandwidth during the execution of applications
[1]. Since the introduction of NVIDIA’s Compute
Unified Device Architecture (CUDA), many
applications including High
Computing HPC) applications
[21[31[41[51[61[71[8][9], have leveraged the higher
capabilities to run faster on the GPU. As

Performance

scientific

researchers and private data centers have increased
their deployments of applications on GPUs, shared
clouds like Microsoft Azure[10], Amazon EC2[11]
also provide GPU-based infrastructure services to
support GPU clouds. There remains however, a
bottleneck in the performance of the GPU. GPUs
can  hide

memory access latencies  with

computation however, misaligned memory
accesses, poor data locality in the cache memory,
cache thrashing, high miss rates and poor thread
and block size configurations can have an
expensive  impact on  performance. @ HPC
applications for instance, seek to exploit more
parallelism through the use of multiple threads,
however these active threads contend for limited
GPU cache resources during execution. This
results in cache thrashing and high miss rates.
Memory optimization is thus, the most important
area for performance improvement. This paper
investigates the use of L2 cache residency control
as a means of optimizing memory and thus

improving performance.

@® We characterize applications by their data
request sizes and by the frequency of data reuse.
@® We apply residency control to optimize
memory and improve performance.

@ We investigate the impact of the size of the
L2 set-aside cache area on the performance of

applications when run concurrently.

In summary, this is a quantitative study on

exploiting data access frequency in the L2 cache
for a set-aside-aware execution of applications

which improves performance.

The paper is organized as follows: in Section 2,
we briefly discuss some related works on
optimizing L2 cache performance. We give a
background of the heterogeneous memory system
of the GPU architecture and the L2 Cache
residency control feature in Section 3. We explain
our experimental setup in Section 4 and present
the quantitative results in Section 5. We conclude
the paper in Section 6.

I. Related Works

Multiple memory optimization techniques and
approaches have been employed to mitigate the
effect of memory limitations. Though there has
been several studies to exploit the data locality in
GPUs [12] [13], Sohan Lal et al.[14] argue that
there is a lack of quantitative analysis of data
locality in GPUs.

2.1. Thrashing
Techniques
When applied to GPUs, cache bypassing

Improvement

proposed in CPUs as a thrashing-resistant
technique against early eviction in cachelines may
not achieve the expected improvement[15].
Cache-conscious wavefront scheduling (CCWS)
[13] improves the L1 cache hit rate in GPUs by
alleviating inter-warp contention. These techniques
however do not consider the size of reused data

to improve performance.

2.2. Sectored Caches

Recent GPU architectures including the Nvidia
Ampere architecture employ the use of sectored
caches to fetch only the sectors that are requested
instead of always fetching all the sectors of a
cache line. In A30, a sectored-cache has a cache
line size of 128 bytes (B), divided into four
sectors. On a miss, a sector-cache will only fetch

the 32 B sectors that are requested. A full cache
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line is not automatically fetched however if all
four sectors are requested, it is possible to fetch
a full cache line. This leads to improved
bandwidth utilization even for strided acceses. Jia.
et al [12] explore the use of sectored caches to
tackle issues such as data over-fetch and hence

improve performance.

2.3. Residency Control

Walden et al [16] in an effort to maximize
memory bandwidth utilization for a sparse linear
algebra kernel explore the L2 residency control
and the asynchronous copy instruction features of
the A100 architecture. From their experiments, the
use of L2 persistence and asynchronous memory
copies improve the overall performance by 81.2%,
which is slightly better than the original mapping
algorithm with the new A1l00 features. They
however did not explore the impact of the size of
the L2 set-aside area on performance.

. GPU Memory Architecture

The GPU contains multiple small hardware units
called Streaming Multiprocessors (SMs), on-chip
L2 cache and a high bandwidth DRAM also
known as the global memory (Fig. 1).

SM-0 SM-1 SM-(n-1)

Registers Registers
(256KB per M in A30) e (256KB per SM in A30)
L1/SMEM
(192 KB In A30)

[y A

Registers
(256KB per SM in A30)

L1/SMEM
(192 KB in A30)
Iy

12 Cache (24MB in A30)

Global Memory (ORAM, 2468 in A30)

Fig. 1. Memory architecture of A30

The SMs can execute many threads concurrently.
These threads are grouped physically into warps
of 32 threads each. As stated GPUs contains

32

many SMs, and these SMs can execute many
threads concurrently. The threads in the SMs
access data and instructions from the global
memory (DRAM) at a given bandwidth.
Bandwidth is best served by using as much fast
memory and as little slow-access memory as
possible. Thus, there exists on-chip memory such
as registers which are allocated to individual
threads, Read-only memory for specific tasks such
as texture memory, and the L1 cache/shared

memory, for fast data access within each SM.

The L1 cache/shared memory is on-chip memory
that is shared within thread blocks or CUDA
blocks. The shared memory usage is however
controlled via software while L1 cache is
controlled by hardware. Because L1 cache and
shared memory exists on-chip, it is faster than
both L2 cache and global memory. The L1 cache
is however very small in size and not coherent.
To ensure coherence in data accessed from the
global memory by different SMs, the L2 cache is

used.

L2 cache can be accessed by all threads in all
CUDA blocks. Retrieving data from the L2 cache
is faster than retrieving data directly from global
memory (DRAM). In modern GPU architectures,
access to global memory is cached in L1 and L2
by default.

3.1. L2 Caching Policy
The L2 cache potentially provides higher
bandwidth and lower latency accesses to global
memory. A typical cache line size is 128B in
GPUs. In the Ampere architecture, the loads and
stores can be serviced at 32 B granularity known

as a sector[14].

When a CUDA kemel accesses a data region in
the global memory repeatedly, such data accesses
can be considered to be persisting. On the other
hand, if the data is only accessed once, such data

accesses can be considered to be streaming.
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A caching policy is used to determine which
portion of data to cache. Due to the relatively
small ratio of cache sizes to input data sizes of
many HPC applications, there is the need for a
policy to select the data to prioritize for caching.
Consequently, the data access frequencies are
considered in the eviction of the data cache lines.
Streaming data for instance is first in the eviction
priority order and will likely be evicted when
cache eviction is required. This policy is known

as the evict_first policy.

Data considered as persistent and hence stored in
the set-aside region will be last in the eviction
priority order and will likely be evicted only after
other data with the evict_first and evict_normal

policies are evicted.

The persistence offered by the evict_first policy
provides the opportunity to cache frequently
accessed data and thus minimize the time spent in
fetching newer cache lines from the global

memory during executions.

3.2. L2 Cache Data Persistence

Control

The A30 architecture offers a new feature that
allows a portion of the L2 cache to perform
persistent data accesses to device memory, which
ultimately enables higher bandwidth and lower
latency accesses to device memory.This is
achieved through the use of APIs offered in the
CUDA version 11 toolkit to set aside a portion
of the 24-MB L2 cache to perform persistent data
accesses to global memory. If this set-aside
portion is not used by persistent accesses, normal

accesses or streaming data can use it.

The L2 cache set-aside size for persisting accesses
may be adjusted, within limits. For our
experiments, we set aside a limit of 75% of the
L2 cache memory for persisting accesses. Since
the L2 cache size of the A30 GPU is 24MB, this
translates to 18MB of L2 cache memory set aside

for persistent accesses.

IV. Experimental Setup

4.1. Hardware and Software

Description

Table [1] summarizes the experimental setup for
our experiments. We execute our experiments on
an Nvidia Ampere GPU device with 24GB of
Device memory and 24MB of L2 cache. We use
1 of the 2 GPUs in our A30 environment. The
compute capability is 8.0 and a cache line has a
size of 128 Bytes. For profiling, we use Nvidia’s

Nsight Compute [17].

Table 1. Experimental Setup

GPU Device NVIDIA A30
Compute capability 8.0

Device Memory 24GB

GPU memory bandwidth | 933 GB/s

L2 cache size 24MB

L1 cache size 192KB

Profiler Nsight Compute

4.2. Sliding Window Experiment

We implement a sample micro-benchmark [18]
which uses a 1024 MB region in GPU global
memory through the following kernel code Fig. 2.

_glohal_ void kemel{int "data_persistent, int *data_streaming, IntdataSize, int freqSize}
int id = blockidy.x* blockDim.x+ threadidix;

data_persistentfid % freqSize] = 2 * data_persistentid % freqSize] data_strearingjtid %
tataSize} = 2 *data_streamingflid % detaSize],

}

Fig. 2. Kemel code for sliding window experiment [18]

An access policy window Fig. 3 specifies a
contiguous region of global memory and a
persistence property in the L2 cache for accesses
within that region. As shown in Fig. 3, the
stream level attribute data structure is used to set
the region of the device memory which will

persist in L2 cache when initially accessed.
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cudaStreamAtitValue stream attrbute
stream atirbute accasPolcMindowbase gty = relnterpret castevold®> iy
stream atrbute accessPolicyWindownum Dyes = num bites

stream atrbute accessPoligMindowhihatio = 10 it o g ccess e i s
i
stream atrbute accessPolcgindowhirop = cudahicessPropertPersistng,

stream atrbute accessPoliWindownmissProp = cudehceessPropertyStieaming. e cfsces posry m e i,

Jf Type of access property on cache it

1155t the it to 2 CUDA stoam of type cusStomn
cudaStreamSetAtrbute(stream, cudeStreemAtributedecessPolicgWindow, Ssream attrbute]

Fig. 3. Access Policy for sliding window experiment [18]

Similar to NVIDIA’s sliding window experiment
[18], we specified the access to the freqSize *
sizeof(int) bytes of memory to be persistent and
varied this persistent data region from 10MB to
40MB (Fig. 4) to model various scenarios where
data fits in or exceeds the available set-aside
portion of 18MB for our NVIDIA A30 GPU.
Normal or streaming accesses can use the
remaining 6MB of the non set-aside L2 portion.
We wused a fixed hit-ratio of 1.0 for our

experiment.

10MB - 40MB
sliding window
—

+—>

Persis
tent
data »

1024 MB

18 MB L2 for persistent accesses

Fig. 4. Mapping the persistent accesses to L2 set-aside

for our Nvidia A30 environment

The performance of the kernel in Fig. 2 is shown
in Fig. 5 and Fig. 6. With a hit ratio of 1.0, the
hardware attempted to cache the whole 40MB
window in the set-aside L2 cache area. However,
since the set-aside area (18MB) was smaller than
the window, cache lines were evicted to make
room for data required for the executions. The
premature eviction of data before any significant

reuse is known as cache thrashing.
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Fig. b. Sliding window with hit-ratio

When the persistent data region fitted well into
the 18MB set-aside portion of the L2 cache, a
performance increase of as much as 47% is
observed in Fig. 5. However, once the size of
this persistent data region exceeded the size of
the L2 set-aside cache portion, there was
approximately 25% drop in performance. We
attribute the fall in performance to thrashing of

L2 cache lines.

Controlling the hit-ratio

The hitRatio value can be used to manually
control the amount of  data different
accessPolicyWindows from concurrent CUDA
streams can cache in L2. The hitRatio can
therefore be used to reduce the amount of data

moved into and out of the L2 cache.

In order to optimize the performance and reduce
thrashing, we tuned the numbytes and hitratio
parameters in the access window so that a
random 10MB of the total persistent data
(data_in_cache) was resident in the L2 set-aside
cache portion and investigated the performance
with an experiment. According to equation 1, this
translated to a hit ratio of 0.556.

data_in_cache
Hitratip = Z22=1_c00N¢ (1)

numbytes

From the results in Fig. 6, we observed an
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overall improvement in performance for L2
set-aside cache portions which exceeded the size

of the persistent data region.

Sliding window speedup

—

112
099
05 07 om 074 074
084 05t
04
02
0
5 10 15 20 25 30 35 2

Window Size for Persistent data (in MB)

Speed up with cache control
&

Fig. 6. Sliding window with adjusted hit-ratio

4.3. Workloads
We chose two workloads from the
cudaSDKsamples[19] benchmark suites with data
input sizes greater than our L2 cache size for our
experiments. A short description of the workloads,
the input data sizes and the kernels per workload

is given below and summarized in Table 2.

Table 2. Description of workloads

Input
K 1 d
Workload Fern:s an Data,
unctions
MB
Histogram64,
Hist 64
1stogram mergedHistogram64
Conjugate ] .
. gpuConjugateGradient | 108.8
Gradient

Histogram: A histogram is a commonly used
analysis tool in image processing and data mining
applications. They show the frequency of
occurrence of each data element [20]. The
histogram used in our experiments has two (2)
kernels: histogram64() and mergedhistogram64()

used for analysis in our experiments.

Conjugate  Gradient (CG) Solver: The
conjugateGradientMultiBlockCG

conjugate gradient solver on a GPU using Multi

implements  a

Block Cooperative Groups. The sample used in

our experiments has only one kernel [21].

4.4. Application Characterization for

Frequent Accesses
We began by profiling each of the kernels for the
workloads to determine the L2 cache access
patterns. This was to inform the decision on the
size of cache resources to be allocated to each
application during scheduling. We considered the
approach by Alsop et al. [22] and characterized

the kernels according to the following:

Memory intensiveness: As a general rule,
workloads with low compute bandwidth and high
memory request bandwidth are more likely to be
sensitive to caching policy than workloads with
low memory request bandwidth and high compute
bandwidth [22].

Frequent Data Accesses: Kernels with smaller
data sizes generated from global memory into L2
cache but with relative large data sizes generated
to L1 cache can be considered to be reusing data
in the L2 cache compared to other kernels and
are thus classified to have Persistent accesses.
Kernels with similar or same data size generated
from global memory into L2 cache and into L1
cache can be considered to have Streaming
accesses. Finally, kernels considered to have
Normal accesses are those with relatively smaller
sized data generated into L1 cache compared to
data generated from global memory into L2

cache.

V. Results

5.1. Application Characterization
Based on the values of the compute throughput
and memory throughput for each of the kernels
shown in Fig. 7, we ascertained that all the
kernels were memory intensive with kernel

histogram64 being the most memory intensive.

We also collected metrics on data request and

access sizes to obtain insight into which
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workloads have persistent accesses and which

Compute and Memory Throughput

g o
36
a

-

2w
£

A

: — .
Histogramé4 mergedHistogram gpuConjugateGradient
Kernel

B Compute(SM) (%) B Memory(%)

Fig. 7. The compute and memory throughput for the

kernels

ones have streaming accesses. Based on the
difference in the size of data generated in L1
relative to the data cached, we identified the
access type for each kernels as either persistent,
streaming or normal according to the caching

policy used for Nvidia Ampere devices.

Table 3. Data transfer by the L2 cache

Data Data Data
Kernel Request | cache to L1 é&cceess
MB MB MB yp
Histogram64 | 64 64 100 Streaming
ggﬁgimsm 13656 | 114 | 14320 | Persistent
gpuConjugat
eGradient 108.8 40.39 46.82 Normal

From Table 3,

characterized to have persistent access type as it

mergedHistogram64  was

accessed the L2 cache more frequently. The data
transferred through the L2 cache is also
represented graphically in Fig. 8.

L2: Data Requests

gpuConj

DATA SIZE (MB)
8

B

60
4
0
Hi 4 q

mTotal Data Request ~ mTotal Data Cached  mData generated to L1

dHi

KERNEL

Fig. 8. Data transferred by the L2 cache
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5.2. Warp Stalls
The warp scheduler can mask the delay of the
warp by switching to a different warp when one
warp is stopped owing to memory work or other
reasons. With the Nsight Compute profiler, we
collected warp stall sampling metrics for the first
100 address spaces during the execution of
histogram and conjugated gradient kernels We
compared the effect of allocating set-aside area to
one of the kernels at a time during concurrent

executions.

Warp stalls for kernels run concurrently (No set-

aside)

= ] =] ]
5] =8 = =

Warp stalls

=
=

)

4 81216202428 323640 44 45 52 56 60 64 63 72 76 80 84 83 92 96100

Address space

=—=fiistogramé64 =——mergedhistogramb4 ——gpuconjugatedgradient

Fig. 9. Warp stalls for kernels run concurrently (no
set-aside)

From the results in Fig. 9, we observed that,
when there was no set-aside area in the L2
cache, histogram64 kernel did not have a warp
stall. This confirmed the assertion that the data
loaded into the L2 cache is hardly re-used.

Warp stalls for kernels run concurrently (Set-aside)

2500

200

g

Warp stalls

:

300

0

‘Address space

——gpuc

Fig. 10. Warp stalls for kernels run concurrently
(set-aside)
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On the other hand, when a set-aside area of
18MB is allocated to histogram64, the kernel had
a bursty warp stall (Fig. 10).

NVIDIA maintains that normal or streaming
accesses can use set-aside portions of the L2
when not in use however this may come at a

cost of memory stalls.

5.3. Set-aside
executions
The above observation for warp stalls revealed

aware concurrent

the need to identify the portion of L2 cache to

allocate  for  persistence  during concurrent
executions in order to maximize the overall

performance of the applications.

To investigate this, we considered three

co-scheduling scenarios showing different

allocations of L2 cache.

We set the hit ratio to 1.0 and the maximum
persistence of the L2 cache to 0.75% of the total
size of the L2 cache.

At the given hit ratio of 1.0, we tuned the
window size of the applications for each
concurrent run as follows: (H/mH=3, CG=15),
(H/mH=9, CG=9) and (H/mH=15, CG=3). We
observed the differentials in the number of

elapsed cycles as shown in Table 4.

Table 4. Differentials in Elapsed Cycles for different

set-aside areas

H/mH=3 | H/mH=9 | H/mH=15
Kernel

CG=15 CG=9 CG=3
Histogram64,
I —11312 16072 41104
mergedHistogr

—12698 57302 —48538
am, mH
gpuConjugate

51170 94080 115122

Gradient, CG

From the results, we observed that, because of
the streaming nature of data accesses in
histogram64, there was poor performance when

15MB of the L2 cache was reserved for persistent

access by  gpuConjugateGradient as  the
Histogram64 kernel had more elapsed cycles of
(11312 cycles) relative to  execution in

single-mode.

On the other hand, there was a general increase
in performance when the larger persistent data
region (15MB) was allocated maximally to the
histogram; the Histogram64 kernel had fewer
elapsed cycles of about 41104 cycles relative to

execution in single-mode.

The normalized speed-up values for the concurrent
executions of kernels in both the histogram and
conjugate gradient workloads according to the
folllowing set-aside allocation (H/mH=3, CG=15),
(HmH=9, CG=9) and (H/mH=15, CG=3) is
represented in Fig. 11.

Normalized Speed-up in set-aside aware executions
1015

=

=
&

Normalized speed-up
=
2
S -

o

2
@
&

(H/mH=3,CG=13) (H/mH=9, CG=9) (H/mH=15.CG=3)

Kemels by set-aside allocations

® Histogram64 mergedHistogram gpuConjugateGradient

Fig. 11. Normalized speed-up in set-aside concurrent

executions

From the results, we observed that, for optimal
performance of all applications, larger persistent
set-aside area must be allocated to kernels with
streaming accesses such as histogram64, to

enhance overall performance.

VI. Conclusions and Future Works

According to Alsop J. et al [22], although
caching can significantly improve performance by
enabling local data reuse, in some cases the best
caching policy is not the one that enables the

most caching.
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With the new residency control feature introduced
in Nvidia Ampere architectures, an end-user must
decide on the best caching policy by identifying

the access patterns of the workloads.

The kernel that generates the most data from the
global memory may not necessarily be the kernel
which requires persistence in the L2 cache.
Contrary to the intuition to allocate less persistent
data region to a kernel with streaming access
whilst concurrently allocating more to the kernel
with either normal or persistent data access, we
observed that, allocating more persistent region to
a kernel with streaming access when co-executed
with that of normal access yielded optimal overall

performance.

In future, we intend to expand the number of
workloads profiled and observe their behavior for

different co-scheduling scenarios.
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Efficient Network Traffic Classification Method Using Lightweight
Data and Deep Learning Model
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ABSTRACT

Traffic classification is becoming more and more important in areas such as service management and security
in the area of computer networks. In the early days, it was possible to classify traffic using port numbers, DPI,
and statistical information. However, in terms of information protection, classification was limited as the traffic
payload was encrypted, but the problem was solved by additionally using machine learning techniques. Since
then, deep learning models have been used and performance has improved, but as traffic classification became
possible even with a large number of features as inputs, models and data became increasingly heavy like the
front and back of a coin, consuming a lot of resources and time. With the purpose of this study to lighten the
burdensome and cumbersome model and data, DistilBERT selected the lightweight BERT based on the previously
presented KD (Knowledge distillation) research and applied the lightened data. With a 100bytes input of the first
packet(packet unit) and an input(flow unit) of these 5 packets, the accuracy / Fl-score was 0.9707 / 0.9731 and
0.9703 / 0.9706, respectively, showing very good performance.
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Input : PATH = continuous bi-directional packets, MAX_PACKET = 100, MAX_ROW = 5
Output : packets_row = preprocessed data from pcap file
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dl
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1 : packets_row = [ ]

2 : for i, packet in enumerate(read_pcap(PATH))

3: ifi>=0andi < MAXROW

4:  packet = discard_packet(packet) # no payload TCP or DNS

5 3 packet = remove_ethernet_header(packet)

6: if udp == categorize_packet(packet) # distinguish protocol

7 3 packet = pad_udp(packet) # with zeros to length of 20bytes

8: packet = mask_ip(packet) # src, dst : 0.0.0.0

9z packet = normalization(packet)

10 @ # min-max scale with values between 0 and 1 for each element
11z # fix the packet into MAX_PACKET bytes using zero_padding or cutting
12 : return packets_row # for saving the proprocessed data
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Fig. 4. Overall model configuration
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Table 3. Performance comparison with other studies

using the same dataset

. # of Accuracy
Unit
classes / F1-score
12 0.9120 / -
[8] session
6 0.9480 / -
[11] packet 6 0.9033 / 0.8560
Pro session 0.9703 / 0.9706
6
posed | hacket 0.9707 / 09731
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Table 4. Total number of parameters in model
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Table 5. Performance comparison according to whether

or not class weight is applied to the loss function
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A Design of Rule-based User Action Detection System for
Network Traffic Analysis
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ABSTRACT

Recently, various applications are occurring according to the growth of network technology and environment,
and the amount of network traffic is rapidly increasing. In accordance with this trend, an efficient network
management is required for smooth service provision and safe network security in the network, and various
researches have been conducted for a long time for this purpose. Among several researches, user action detection
research detects and monitors application usage behavior of users within the network, and helps in various fields
such as network management, security, and expenditure management. In this paper, we propose a rule-based user
action detection system with the goal of accurate user action detection. In order to verify the validity of the
proposed method, we collect real application traffic and conducted performance comparison experiments with our

previous research.
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