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ABSTRACT

A service mashup system generates and provides a new mashup service, connecting open APIs that existing
services provide. The mashup service is hierarchical access control connection, unlike the existing single service
access control. When privilege changes are frequent in service mashup systems, using discretionary access control
(DAC) and mandatory access control (MAC) is very inefficient. Another access control model, role-based access
control (RBAC), manages user access control through roles, which compensates for the disadvantages of the
existing access control models. However, the problems arise in terms of increasing complexity of roles as system
resources and user demands increase. To solve these problems, this paper proposes dynamic role-based access
control (DRBAC). A service developer selects required open APIs and registers a mashup service. The new role
is dynamically created and assign it to the developer. The developer can use the open APIs to develop the
mashup service. As a result, DRBAC based on dynamic roles reduces the complexity of the role managements in

a service mashup system.
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