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ABSTRACT 

MPLS has been developed to manage the massive high-speed Internet traffic efficiently. The major 
advantages of the MPLS are fast label switching mechanism to increase the packet forwarding capability, and 
connection oriented traffic engineering to provide flexible load balancing in the transit network. The MPLS can 
provide efficient transit networking based on the connection-oriented LSP to support the QoS of VPN (Virtual 
Private Network). It can also support the differentiated service provisioning with DiffServ-aware-MPLS structure. 

For efficient network management, it is essential to gather the information of the exact network topology and 
resource; but it is difficult to manually discover the network topology of a large scale network with the legacy 
network management system. In this paper, we propose a Configuration Management system for MPLS network 
with auto-discovery of physical network topology and MPLS LSP virtual topology. The proposed configuration 
management system also provides the MPLS-VPN configuration and provisioning function. 

 
Ⅰ. Introduction 

For the efficient management of the large traffic 
volume at high speed Internet, MPLS has been 
developed to support the effective traffic engineering 
function for the massive traffic through the Internet[1]. 
MPLS combines layer 3 routing and layer 2 switching to 
provide (i) fast packet forwarding with high speed label 
switching, and (ii) traffic engineering based on the 
connection oriented CR-LSP (Constraint-based Routing 
Label Switched Path). The MPLS can support the 
differentiated service provisioning with DiffServ-aware-
MPLS[3]. 

IETF draft documents describe the operation and 
structure of the MPLS networking, and explain the 
signaling protocol, such as CR-LDP and RSVP-TE. The 
IETF documents define the MPLS MIB and propose the 
management method based on the SNMP[2].  

For efficient network management, it is essential to 
gather the information of exact network topology and 
resource; but it is difficult to manually discover the 
network topology of a large scale network with the 
legacy network management system. 

Configuration management basically provides 
installation supports, status and control, and service 

provisioning functions. The configuration management 
functions support the preparation and initialization of 
network resources for service provisioning, the collection 
of operational status data of the network node system[4]. 
Since the access & update operation of SNMP MO takes 
longer time than CLI(Command Line Interface), we need 
a management module that can use both SNMP interface 
and CLI interface of the network node system to provide 
efficient and diverse management function. 

In this paper, we design and implement the 
Configuration Management function for MPLS network 
with auto-discovery of network topology and the MPLS 
LSP topology[3]. The proposed configuration 
management system also provides the MPLS-VPN 
configuration and provisioning function. The rest of this 
paper is organized as follows. In section II, we review 
the major functions of the configuration management. In 
section III, we propose an auto-discovery of MPLS 
network topology and traffic trunk LSPs. In section IV, 
the VPN configuration in the MPLS network is proposed 
and implemented. Finally, in section V, we make 
conclusion. 
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Ⅱ. Major Functions of Configuration 
Management 

2.1 NMS structure of the NGI networking system 
Fig.1 shows the structure of the NGI Networking 

system with the TINA(Telecommunications Information 
Networking Architecture). The NMS structure shown in 
the Fig.2 has the layered architecture: the Physical layer, 
the Data-link layer, and the IP layer. 

 

 
Fig. 1. The NGI Networking system for MPLS 

network 
 

 
Fig. 2. NMS(Network Management System) for 

layered network management 
 
Each layer is managed by the layer’s configuration 

manager, performance manager, connection manager, 
and fault manager. RMAgent (Real-time Monitoring 
Agent) was implemented to measure the protocol traffic 
for the performance analysis, and traffic analysis 
according to the services. And RMAgent in GIA 
(Generic Interface Adapter) is connected to GUI by the 
RMInterface. 

The GIA module consists of three modules: CLI, Real-
time Monitoring module(RM), and RM interface. RM 

module measures the throughput and the utilization of 
router or workstation, CPU utilization, load status, and 
disk capacity and utilization. When this module is 
requested, the appointed traffic monitoring is executed 
and the result is reported to the administrator through the 
GUI. The measured data is stored in DB as Log modules. 

The CLI(Command Line Interface) module was 
implemented in the GIA module to interface the 
measurement of the traffic transmission of the router via 
certain link/port. So we can monitor the amount of traffic 
transmission of the router LSP/port by real time. 
 
2.2 Configuration management functions 

The main goal of the Configuration Management is to 
administrate the life cycle of the installed network 
resources, such as creation/deletion of the resources, 
status change of the resources, etc. The detailed 
configuration management functions are categorized as 
Provisioning, Status and control, and Installation support, 
as shown in Table 1. 
 

Table 1. Configuration management functions 

 
 

Installation support function should provide the 
installation and removal of network resource. It covers 
the insertion or deletion of a node system from the 
network. Installation Support function also performs the 
initialization procedure of the network management 
functional modules. At initialization stage, the 
CP(Connection Performer) creates CP MO(Managed 
Object) for the Connection Management, the 
PM(Performance Manager) creates PM MO for the 
Performance Management, the FM(Fault Manager) 
creates FM MO for the Fault Management, and the 
AD(Auto Discovery) creates AD MO for the Auto-
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discovery operation for MPLS network topology and 
MPLS LSP topology. 

Provisioning consists of procedures which are 
necessary to bring the network resource (e.g., 
physical/logical resource of a network element level or 
network level) into service, not including the installation. 
Once the network resource is ready for service 
provisioning, the network topology configuration 
provisioning function initializes them. MO for 
Operational Status has status attribute that is either 
disabled or enabled, and is read-only. MO for 
Administrational Status has status attribute that is either 
locked or unlocked, and is read-write. 

Status and control function provides the capability to 
monitor and control the operational status of network 
resource[4]. The MOs for Status and Control function are 
ifType(), ifSpeed(), ipAddr() and ipRouteProto(). 

 

 
Fig. 3. Structure of the Configuration management 

 

 
Fig. 4. Structure of Topology Configurator 

 
2.3 Configuration Management of Physical layer 
(1) PhyTC Structure 

PhyTC(Physical Topology Configurator) has the 

factory-service structure where the Configurator has the 
factory object functions such as creation, deletion and 
invocation. MO are created by the Configurator, and the 
created objects are registered in the MIT. MIT is 
consisted of the IOR(Interoperable Object Reference) 
that uses the Naming Service of CORBA. If the 
configurator wants to invoke the MO, it must access the 
management object through the IOR in MIT[5]. 

 

 
Fig. 5. PhyTC Structure 

 
(2) Relation to Other Management Domains 

As shown in Fig.6, PhyTC interacts with user agent, 
SNMP adaptor and MIT (Management Information Tree). 
User agent interacts with user via GUI. A user is 
represented as a unit module to the network management 
system by the user agent. Configurator interacts with 
particular module by the user’s request. SNMP Adaptor 
gets and sets the management information of the created 
MO via the SNMP. Management functions on the 
created MO, such as registration, calling and deletion, 
are performed through the MIT that provides the naming 
of the MO instance. 
 

 
Fig. 6. Relation to Other management Domains 

 
If the operator GUI requests a creation of an MO, the 

user agent sends a request message to the Configurator. 
The Configurator creates the MO based on the received 
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information from the User agent and directly gets 
information from the devices through CORBA/SNMP 
Adaptor. The created MO is registered at MIT, and other 
management domains access the MO through the MIT. 
 
(3) Design of the PhyTC components. 

We use the Link and Node MOs for managing the 
physical resource layer. Physical information of the 
network device consists of information that includes 
location, device type, state of connection, port number, 
and other information about the physical hardware 
configuration. Table 2 and Table 3 show the link object 
and node objects, respectively. 
 

Table 2. Link object 

 
 

Table 3. Node object 

 
 
(4) MIT of Physical layer 

MIT of PhyTC is realized by the naming service of 
CORBA. MC (Managed Component)  registers MOs in 
the MIT when it instantiates a logical MO, and other 
administration functions access the registered MOs 
through the MIT. Management information is stored at 
each management component, and MIT keeps track of 
the location at MOs by CORBA naming tree. Fig.7 

shows the MIT of physical layer. 
 

 
Fig. 7. MIT of Physical Layer 

 
2.4 Configuration management of Data-link layer 
(1) Structure of DLTC(Data Link Topology 

Configurator)  
Data link topology configurator(DLTC) has also 

Factory/Service structure, and Configurator of DLTC 
creates MO as shown in Fig.8. 

 

 
Fig. 8. Structure Data Link Topology 

Configurator(DLTC) 
 
 The Configurator performs the Factory function, and 

it creates, deletes and maintains MO of datalink layer. 
Factory object registers the data link MO to Naming Tree 
when an MO is created, and delivers the reference of the 
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relevant object using the recognized MOs Name 
information when it requests MO information. And 
Factory object deletes any unnecessary MO. Created MO 
offers interface that allows the access from user or 
another administration function[6]. 
MOs in each object can be accessed through the 

CORBA's IOR (Interoperable Object Reference). The 
related MOs for the configuration management of MPLS 
network are MPLSLNW, MPLSLND, MPLSRouter and 
NWCTP. Fig.9 and Fig.10 show the definition of the 
MPLSRouter/NWCTP object using the CORBA IDL. 
 

 
Fig. 9. Definition of the MPLSRouter object using the 

CORBA IDL 
 

 
Fig. 10. Definition of the NWCTP object using the 

CORBA IDL 
 
(2) DLTC MIT 

DLTC's MIT is also implemented using the CORBA 
Naming Service. MC (Managed Component)  registers 
the created MOs in the MIT after it instantiates the 
logical MOs, and other administration functions access 
the registered MOs via MIT. Management informations 
are stored at the management component, and MIT keeps 
track the location by CORBA naming tree. Fig.8 shows 
the MIT of the DLTC. 

 
Fig. 11. DLTC MIT 

 
(3) Managed Object for MPLS Network Management 

MOs to manage the MPLS network are defined using 
CORBA IDL. MPLS network is defined by MPLSLNW 
object, and divided by domain subnetwork through 
MPLSLND object. LSR router that performs MPLS 
function is modeled by MPLSRouter object and 
LSR(Label Switching Router)'s interfaces are defined by 
NWCTP(NetWork Connection Termination Point) object. 

MPLSRouter contains attributes such as m_name, 
m_nodeType, m_vendor, m_modelNumber, 
m_description, m_snmpCommunity, m_location, 
m_startX, m_startY, m_endX, m_endY, 
m_NWCTPCount and m_NWCTPList.    NWCTP 
contains attributes such as m_portType, m_ifAddr, 
m_totalBandwidth, m_availableBandwidth and 
m_mplsInterfaceInLabelsUsed. 
 
2.5 Interactions of configuration management with 
other domains 
(1) Interactions between DLTC and PhyTC 

Fig.11 shows the interactions between DLTC and 
PhyTC (Physical Layer Topology Configurator). If 
JavaGUI module calls updateAll() function, the DLTC 
receives the reference of router object from the MIT, and 
collects information about the topology from the PhyTC. 
The DLTC collects the information about the bandwidth 
of each interface from GIA(Generic interface Adapter). 
The Configurator of DLTC creates the MOs of the 
MPLSRouter and the NWCTP from the collected 
information. 
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Fig. 12. Interaction between DLTC and PhyTC 

 
(2) Relation to the connection management  

Interaction structure of the distributed component is 
depicted in Fig.13. Each component should be linked 
with the GUA(Generic User Agent) for user interface, 
and should be linked with the GIA to get the network 
configuration device or the network information. 

 

 
Fig. 13. Interaction structure of the distributed 

Components 
 

The CP(Connection Performer) and TC(Topological 
Configurator) interaction procedures are as follows: 
○1  When the TC is booted, it registers the 

Configurator that is static object to the MIT 
○2  The CP approaches and gets IOR (Interoperable 

Object Reference) about Configurator of the TC to 
the MIT. 

○3  CP interacts with IPTC through the Configurator 
IOR. The Configurator of the TC is Factory object, 
and it controls the whole remainder service objects. 
Therefore, the CP can approach to all objects that 
are included to the TC. 

 
Fig.14 shows the interactions between DLTC and 

DLCP. After the initialization of the management system, 

PhyTC(Physical Topological Configurator) gets the 
foremost configuration information through the Java 
GUI(Graphic User Interface), and composes the 
configuration information of the physical layer based on 
these configuration information.  

DLTC gets the topology information of the managed 
network from the PhyTC, the bandwidth information of 
managed network from the GIA(Generic Interface 
Adaptor), and composes the configuration information of 
the datalink layer using these information. The 
initialization work of the DLCP can be executed by the 
UpdateData() function defined in the IDL interface of the 
DLCP as well as when the DLCP is initialized. The 
DLCP gets the node information such as topology and 
bandwidth of the datalink layer from the DLCP when the 
initialization is completed. 

After the initialization of the DLCP, the DLCP can 
receive connection setup and release request for the LSP 
from the GUI or other modules. 

 

 
Fig. 14. Interaction structure between the DLCP and 

the DLTC 
 
2.6 Interactions with other management functions 

The configuration management module establishes the 
topology of communication network, and analyzes the 
LSP's QoS (bandwidth, priority order, jitter, delay), and 
manages LSPs for transit network configuration. Several 
functions must be added to the existent configuration 
management for NGI network configuration 
management based on MPLS: 

- Transmission path or exchange devices are 
classified and are managed to support DiffServ 
function and to support the traffic grooming 
function. 

- According to the resource class, we must be 
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able to differentiate the transmission delay, 
packet error rate, fault occurrence rate, and 
maximum capacity of the network resource. 

- In order to handle the link fault or the node 
error, we must be able to make the backup path 
using the SRLG(Shared Risk Link Group) 
identifier. 

- Dynamic resource discovery and Real-time 
map generation. 

- Reporting function about the network topology, 
used network, used ip from the subnetwork, 
composition information of the subnetwork 
end-to-end point. 

 
Ⅲ. Auto-discovery of MPLS network 
configuration 
3.1 Auto-discovery of network topology 

Aquiring the information of network topology, node 
system and link/port configuration is the first step in 
network management. For a large scale network, the 
manual initialization of configuration database is tedious 
and time consuming. Also the afterward updates in the 
network configuration should be continuously updated in 
the network configuration database. For this purpose, we 
designed and implemented an auto-discovery module for 
the configuration management of MPLS networks. The 
scenario for auto-discovery of network topology is as 
follows: 

Step1. NMS accesses any router using the telnet 
emulator. 

Step2. Get the information of the Neighbor nodes and 
own node as shown in Table4, Table5 and 
Table6 (CDP-Cisco Discovery Protocol, TDP-
Tag Distribution Protocol). 

Step3. NMS constructs the network topology. 
Step4. Repeat step1 ~ step3 until all routers are 

investigated. 
We configured a small test-bed network with four 

CISCO 3620 series and two CISCO 7204 series routers 
as shown in Fig.15 to evaluate the configuration 
management of MPLS network. NMS can access each 
router by using the Telnet emulator, and get the 
configuration information from the router. From the 
result of auto-discovery, we can construct the network 
topology as shown in Fig.15 

 
Fig. 15. Configuration of MPLS router 

 
 

Table 4. Information from ingress edge 
router(3620_B) 

 
 
 

Table 5. Information from egress edge 
router(3620_D) 
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Table 6. Information from core router (7204_G) 

 
 
3.2 Auto-discovery of MPLS LSP topology 

In addition to the auto-discovery of physical network 
topology and physical layer information of nodes and 
links, we need another auto-discovery nodule for the 
MPLS-layer LSPs. The procedure of auto-discovery for 
LSP Topology over MPLS network is as follows: 

Step1. Access any MPLS LSR, and find pre-
established LSP(tunnel), get the information of 
source node(ingress node) and the destination 
node(egress node). 

Step2. NMS accesses one of the ingress node of an 
LSP (e.g. the 3620_B router) using the telnet 
interface. 

Step3. Get the information about the 3620_B router 
which is the next address of the LSP (e.g. 
10.0.10.2) as shown in Table 7. 

Step4. Access the 7204_G router (IP address : 
10.0.30.2) using the address information of the 
7204_G router. 

Step5. Get information of egress LSR information 
(e.g. 3620_D router which is the neighbor of 
7204_G router in Fig. 16), from the next 
address of LSP tunnel. 

Step6. Access the egress LSR (3620_D router) using 
the address information of the 3620_D 
router(IP address : 10.0.40.1). 

Step7. Get the information of the established LSPs 
and its neighbor router(s). 

Step8. Repeat step 5 ~ step 7 for each LSP found 
from the MPLS LSR. 

From the gathered information, we can configure the 
MPLS LSP topology. 

 
 

 
Fig. 16. MPLS LSP topology 

 
Table 7. LSP information from ingress edge 

LSR(3620_B) 

 
 

Table 8. LSP information from egress edge 
LSR(3620_D) 

 
 

Table 9. LSP information from core LSR(7204_G) 
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Ⅳ. VPN Configuration in the MPLS 
Network 
4.1 MPLS VPN 

The VPN provides the private networking functions, 
such as security, reliability, easy management and 
private address. The cost of VPN based on public 
Internet is much less than the physically separated 
private network using its own dedicated network. In this 
section, we design and implement an MPLS-VPN 
management system that configures efficiently the 
MPLS VPN to satisfy QoS requirements. MPLS VPN 
management system collects informations of MPLS VPN 
network using the SNMP[2]. 

 
4.2 MO of Topology Configurator for MPLS VPN 

In order to support the MPLS-VPN configuration 
management, TC (Topology Configurator) has Vpn, 
PE(provider edge), Site and VRF(VPN Routing and 
Forwarding instance) MOs of the VPN. Each VPN is 
modeled as the Vpn MO in the TC. The Vpn MO has the 
Name, ID of the VPN and PE list. Vpn-name object is 
necessary to register in the MIT. PE MO has the ID of 
the PE router, PE’s VRF list and Site list of the PE. Site 
MO has IP address of the CE router of the Site and 
reference for the CPM. VRF MO possesses the import 
target attribute and the export target attribute of the VRF 
Table[2]. 

 
4.3 Design of Management Information Tree for 
MPLS-VPN 

It is necessary to integrate the distributed MIB for the 
integrated management at the network viewpoint. And it 
is essential for effective MIB/MIT configuration and 
operation. In this paper, we designed and implemented 
the distributed MIT based on the naming service of the 
CORBA. The naming Service of the CORBA provides 
federations for several Naming Trees. The whole MIT 
can be divided into several smaller Naming Trees, and 
the distributed MIT can be easily extended and can 
reduce the processing burden even if the managed 
network grows to a large scale. 

ConfMO is the Factory MO that creates the VPN 
object. The VPN object creates the PE object which 
creates the CE and VRF object. Created MOs are 
registered in the MIT. Connector, Performer, 
TrapReceiver and CPM functional modules resister MOs 

in the MIT according to Factory /Service as shown in 
Fig.17[2]. 
Table 10. TC MOs and attributes of MPLS VPNMS 

 
 

 
Fig. 17. MIT of MPLS-VPNMS 

 
4.4 MPLS-VPN Configuration procedure 

Computational component (Conf) creates MOs for 
VPN, PE, Site and VRF. It implements the managed 
functions according to the following procedure: 
   User requests the Configurator to create MO ①

through GUI. 
   Configurator establishs the information of ②
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subnetwork through the GIA, and it requests the 
necessary information. 

   subnetwork information is transmi③ tted to 
Configurator through GIA. 

   Configurator creates MO to represent the collected ④

information. 
   Created MO transmits reference to Configurator.⑤  
   Configurator accesses directly the MO through the ⑥

reference. 
   GUI accesses directly the MO thro⑦ ugh the received 

reference. 
   VPN MO executes⑧  the requested operation 

according to the command of SNMP. 
   GIA interacts with MPLS node systems, receives ⑨

the answers, and sends the response of the SNMP 
command to the VPN MO. 

   VPN MO transmits the res⑩ ponses to GUI. 
 

 
Fig. 18. MPLS-VPN Configuration 

 

 
Fig. 19. MPLS-VPN Configuration procedure 

 

4.5 MPLS VPN provisioning in Cisco router 
(1) VPN Routing and Forwarding Tables(VRFs) 

The VPN routing and forwarding table (VRF) is a key 
element in the MPLS VPN technology. VRFs exist on 
PEs only. A VRF is a routing table instance, and more 
than one VRF can exist on a PE. A VPN can contain one 
or more VRFs on a PE. The VRF contains routes that 
should be available to a particular set of sites. VRFs use 
CEF(Cisco Express Forwarding) technology, therefore 
the VPN must be CEF-enabled[7]. A VRF is associated 
with the following elements: 

 IP routing table 
 Derived forwarding table, based on the Cisco 

Express Forwarding (CEF) technology 
 A set of interfaces that use the derived 

forwarding table 
 A set of routing protocols and routing peers that 

inject information into the VRF 
 
(2) VRF Implementation Considerations 

When implementing VPNs and VRFs, Cisco 
recommends to keep the following considerations in 
mind[7]: 

 A local VRF interface on a PE is not 
considered a directly-connected interface in a 
traditional sense. 

 The global routing table and the per-VRF 
routing table are independent entities. Cisco 
IOS commands apply to IP routing in a global 
routing table context. 

 You can issue a standard Telnet command from 
a CE router to connect to a PE router. However, 
from that PE, you must issue the following 
command to connect from the PE to the CE: 
telent CERouterName /vrf vrf_name 

 The MPLS VPN backbone relies on the 
appropriate Interior Gateway Protocol (IGP) 
that is configured for MPLS, for MPLS, for 
example, EIGRP or OSPF. 

 
(3) VRF Configuration Commands 

The configuration commands to create a VRF instance 
are as follows[7]: 
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Table 11. The configuration commands to create a 
VRF instance 

 
 

(4) GIA(Generic Interface Adapter) adaptation for 
MPLS-VPN configuration 

To configure the VPN network, GIA receives the 
Configurator’s request for VPN configurations related to 
the sub-network topological information. In this process, 
GIA contacts the PE router and investigates the LSP’s 
information about the operation parameters and so on. 
GIA requests LSP creation to the PE router according to 
the VRF information. GIA transmits the VPN setup (or 
release) request to the PE router through Command Line 
Interface(CLI) module located in GIA according to the 
VRF information: VRF name, import target, and export 
target. So that one VPN path can be successfully 
constructed with VRF table, RD and other informations 
which were transmitted to GIA. Table 12 explains the 
mapping relation between VPN component and GIA 
parameter for the implementation of VPN network. Also 
the GIA can obtain each LSP operation parameters on PE 
router.  

 
Table 12. VPN parameter mapping for GIA 

VPN components GIA transmit 
parameter 

VRF name struct VRF 
Route Distinguisher struct RD_info 

Export target To_Node 

Import target From_Node 

LSP information struct LSP_info 

LSP operation  
parameters 

maxBw, totalBw, 
delay, priority, 
setup_priority, 
hold_priority, 
load_share 

 
Ⅴ. Conclusion 

For efficient network management, it is essential to 
gather the information of exact network topology and 

resource; but it is difficult to manually discover the 
network topology of a large scale network with the 
legacy network management system. The main goal of 
the Configuration Management is to administrate the life 
cycle of the installed network resources 
(creation/deletion of the resources, status change of the 
resources, etc.). The configuration management function 
should provide Provisioning, Status and control and 
Installation support. 

In this paper, we designed and implemented the 
configuration management system for MPLS network. 
The proposed MPLS configuration management system 
performs auto-discovery of the physical network 
topology and the MPLS LSP topology. The MPLS 
configuration management system also supports the 
configuration of VPN(Virtual Private Network) based on 
MPLS network. 
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